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1 BBeaeHue.
[docTyn — nepemelleHve niogen, TpaHcnopTa u Apyrnx o6beKkToB B (M3) NOMELLEeHUs, 30aHUsi, 30Hbl 1
TeppUTOpPUN.
YnpaBneHne AOCTYNOM — 3TO aBTOMaTW3MPOBaHHOE ynpasreHve BXOAOM B mMobylo obnactb
(nomelLeHne), KOTOpbIi MOXeT OblTb 3aKkpblT NpU  NOMOWM 3amMka (nNperpagbl) W KIo4va
(vHoeHTMdMKaTOpa). Bxoa paspeluaeTcs TONbKO YNOTHOMOYEHHOMY NepcoHany B paspeLleHHoe BpeMms.
T.e. korga ocyLecTBNsSeTca CaHKLUMOHMPOBAHHbBIN AOCTY.
UpeHtTndmkauma — npouecc onosHaBaHMA cybObekTa unvM obbekTa no npucywemy emy unu
NPUCBOEHHOMY eMy MOEHTUMDUKALNOHHOMY NPU3HAKY.
B oTnnume oT npocTeiiwmx cucTeM oOrpaHudeHust goctyna (nmoboe 3anupatollee YCTPOMWCTBO),
SMNEKTPOHHbIE CUCTEMBI YNpaBeHNs AOCTYNOM MO3BOSIAOT peLlaTth 3a4ayun 3anpeLleHns NCrnonb3oBaHus
YyTEePeHoro Kknwya uMHaeHTudukaTopa, HasHavyeHus rmbkoro BpemeHW paspelleHus Npoxoda, BedeHue
MOHWUTOPUHra cobbITMI, MOUCKa NepcoHarna no nomeLleHnsm (obnacrtsam) obbekrtam v T.4.
MpuHUMN  PYHKUMOHUPOBAHMA CUCTEMbI KOHTPONSA W YNpaBreHns AOCTYNOM  CriedytoLui:
Kaxgbll COTPYAHWK, KIMMEHT, MoceTtuTenb (UPMbl NonyyaeT UAeHTUUKATOP (SNEKTPOHHBIA KIoY) -
NNacTUKOBYIO KapTOYKy Mnm Bpenok ¢ coaepxalimMMcs B HerW MHAMBUAYanbHbIM KOAOM. "ONEKTPOHHbIe
Knoun" BblJalOTCA B pesynbTaTe perncrpaumum NepeyvucrieHHbIX Nuy, ¢ MOMOLLBI CPeAcTB CUCTEMBI.
MacnopTHble AaHHble, GoTO (BMAaeomusobpaxeHue) u Apyrve cBedeHus O Brnagernbue "9neKTPOHHOro
Knoya" 3aHOCATCS B NEpPCOHanbHY "9NeKTPOHHYI0 KapTouky". MNepcoHanbHas "anekTpoHHas kapTodka”
Bnagenbua 1 Koa ero "aneKkTpoHHOro Knwoya" cBA3bIBAOTCA APYr C APYrOM U 3aHOCATCS B cneumnanbHO
OpraHn3oBaHHble KOMMblOTepHble 6asbl AaHHbIX. Y BXoAa B 34aHvMe WM B noasnexaiiee KOHTPOIo
NnoMeLleHne YCTaHaBMNMBAKOTCH CUYMTbIBATENW, CYUTLIBAKOWME C KapTOYEeK MX Ko4 W WHopmaumio o
npaBax JoCTyna BnagernbLa KapTbl U nepeaaroLme 3Ty MHGOOPMaLMIo B KOHTPONNEP CUCTEMbI.
B cucteme kaxaomy kody nocTtasrieHa B COOTBETCTBUE MHOPMaLIMA O Npasax Brajenbla KapTouku. Ha
OCHOBE COMOCTaBMeHns 3ToW MHpopmauum n cutyaumm, nNpu KoTopon Gbina npedbsABneHa KapTouka,
cuctema nNpUHMMAaeT peLleHue: KOHTpomnep OTKpbiBaeT MNM Gnokupyet aBepu (3aMKu, TYPHUKETbI),
nepeBoauT NOMELLEHME B PEXUM OXPaHbl, BKIHOYaET CUrHan Tpesorn n T.4.
Bce akTbl npeabsBNEeHUs KapTodek M CBA3aHHble C HWMKM AencTBusA (MPOXOAbl, Tpesorm u T.4.)
PUKCUPYIOTCA B KOHTPOMMEpe N COXpaHATCa B KommnbioTepe. MHdopmaums o cobbiTusiX, Bbl3BaHHbIX
npeabsBreHneM KapToyvek, MOXeT OblTb MCMonb3oBaHa B AarnbHenweM Afis MonyyYeHus OT4EeTOB Mo
y4yeTy paboyero BpeMeHu, HapyLeHNsSM TPYA0BOW AUCLMNINHBI 1 Ap.

1.1 YnpaBneHue goctynowm.
B npocTtenwem crnyyae cuctema yrnpasneHus 4OCTyrnoM 6rokupyeT ogHy TOUKYy AocTyna (npoxoaa).

Bbixoa no HaxaTtuio .
KHOMKN CBo60AaHbIN BbIXOA

Hosoaumnk
Asepu

Kronka
«3anpoc Ha

BLIXOA» Rarunk

nBepu

3amok

TypHukeT
Tpunoa

CuntbiBaTens

Mpoxopa no Mpoxog no —
Kkniodam Kntoyam
CuntbiBaTens

Puc. brniokupoBaHue ogHoOM TOYKM AocTyna.

Toyka poctyna (Npoxoga) — MEeCTO, rge HEemnoCpeACTBEHHO OCYLUIECTBISETCS KOHTPONb AocTyna
(Hanpumep OBepb, TypHWKET, kabuHa npoxoga, obopydoBaHHblE CYUTbIBATENEM, WCMONHUTENbHbLIM
MEXaHW3MOM, 3MIEKTPOMEXaHUYECKNM 3aMKOM W1 APYrMMU HEOOXOAMMbIMU CpeacTBamMM).

B ofwem cnyyae Touka poctyna obopyayeTcs YCTpPOMCTBOM, obecneuymBaroMMm usmyeckoe
NpensaTcTBMe JOCTYMy fofden, TpaHcnopTa U ApYrMx OOBHEKTOB M 060pyAoBaHHbIE UCMOMHUTENbHBIMU
YCTpOWCTBaMM ANsi YNpaBleHWst UX COCTOsIHMEM (4Bepw, BOpOTa, TYPHUKETbI, LWMO3bl, NPOXOAHLIE
KabuHbI 1 T. M. KOHCTPYKLUUM).

[daHHasa cxema npoBepsieT NOMIHOMOYMNS COTPYAHMKA Mpu BXo4e B MOMELLeHVME U MMeeT CBOGOAHLIN
npoxog B obpaTHyl CTOpPOHY, T.e. BbIXOA4 COTPYLHUKOB B 0OpaTHYyK CTOPOHY ocyllecTBnseTca 6e3
NPOBEPKN UX NOSTHOMOYMIA. B kauecTBe UCNOMHUTENBHbBIX YCTPOWCTB OrPaHUYeHUss 4OCTyNa B HACTosILLee
BpeMs NCMNonb3yloTCs 3NeKTpoMexaHnyeckme 3aMKw, 3NeKTpoMexaHn4eckme 3aLLernku,
3NEKTPOMAarHUTHbIE 3aMKW, TYPHUKETBI Pa3nnYHbIX KOHCTPYKLUWNA, LunarbayMbl, LWIHO30BbIE KAOWHBbI.



1.2 KoHTponb obpaTHoro npoxoaa.

Mpoxoa no Mpoxoa no
Krioyam Kntouam

JHosoaunk
nBepu
o
Oatunk

CunTbiBaTens

CunTbiBaTens
3amok

neepn

Tpunop

CunTbiBaTenb

TypHuket

Mpoxoa no Mpoxoa no —
Knoyam Knioyam
CunTbiBaTens

Puc. Oprannsaums yHKUMM KOHTPONb 06paTHOro npoxoaa.
[aHHasa cxema npoBepsAeT NOMHOMOYUSA COTPYAHMKA Kak Npy BXode, Tak U NPy BbIXOAE U3 MOMELLEHUS.

1.3 KoHTponb noBTOpHOro npoxoaa «antipassback».

3anpeT noBTOpHOro npoxoga «antipassback» - 3aTo 3anpetT Ha nponyck yepe3 OAHy W Ty e TOYKY
npoxoda nonb3oBaTens, He BbllleAwero U3 nomMelleHus. EcTecTBeHHO, 3Ta BO3MOXHOCTb CyLLecTByeT
TOSNbKO ANS MOSTHOCTBIO KOHTPONMMPYEMOM TOYKW NPOXOAa, TaK Kak MOHSATb, YTO YEroBEK BOLLES, HO He
BbILLIEN, MOXHO TOMbKO Ha Mnpoxofde, 0OOPyAOBaHHOM [ABYMSI CUYMTbIBATENSMWM Ha BXOA4 W Ha BbIXOA.
®yHKUMS 3anpeTa ABOMHOIO NpoxoAa BBeAeHa ANdA TOro, Y4Tobbl 3aTpyaHWUTL Nepefadvy naeHtTudukaTopa
apyromy nuuy. JIorm4HoO Mcnonb3oBaHny AaHHOW OYHKLMM NPY UCMOMb30BaHUN YCTPOWUCTB pasfernstoLmx
NnoToK mnogen no ogHoMy (TYPHUKETbI, LWMO3bl) a Takke Ha obbekTax BCe BXOoAbl Ha KOToOpble
obopynoBaHHbl CKY[l. Cuctema ForSec nosBonsieT opraHvM3oBaTb AaHHYK (PYHKUMIO Ha annapaTHOM
YpOBHe (B npedenax OOHOrO KOHTpoOmnepa AOCTyna) «XKeCcTKO», KapTa «BTOPUYHO» He aKTUBMpyeT
WCMNOMHWTENBHOE YCTPOMCTBO, «MSAMKO» T.e. MPOXOA paspeluaeTcs, HO oxpaHa npedynpexgaercs o
hakTe «noBTOPHOro Bxodax». [pu aToMm cnegyeT yuuTbiBaTh, YTO ANSA cUCTEMbI Npu «annapatHom» KB
NOBTOPHOE MOAHECEHWE KapTbl SBNAETCS MOBTOPHbLIM MPOXOAOM, HE3aBMCUMO OT TOro Obin NpoxoA
COBEpLUEH WIN HeT.

B npepmenax kpynHoro of6bekta BO3HMKaeT HeoOGXoAMMOCTb B opraHmsaumm dyHkummn  KrB
nporpaMmmMHbIMU METOAaMK, T.e. B TEX Cry4vasix, Koraa ectb BO3MOXHOCTb MOKMHYTb OOBEKT Yepes Apyrow
BbIxod. Takke «nporpammHbin» KINB pekomeHayeTcs NPUMEHATb MpUM BKIKOYEHUUM  PYHKLUK
«nogTBepxaeHne npoxoga». lNpun atom cuctema ForSec vrHopupyeT nogHeceHue KapTbl (MPOXO4 He
pervcTpupyeTcsi), eCrnv B TEYEHME YCTAHOBIIEHHOIO BPEMEHW HE MPOUCXOANUT NOATBEPXKAEHMN NPOXoAa.

1.4 3oHa pocTyna.
YacTb TeppuTopmn 06beKTa, BXOA/BbIXO Ha KOTOPYHO OCYLLECTBNSAETCA nog KoHTponem CKY[.

BxoaHble cynTbiBaTenn

BxopgHble cunTbiBaTENN

Puc. Opranusaunsa CKY[] B noMeLLeHME C HECKOITbKMMM TOYKaMm Npoxoaa.
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BBegeHne noHsATUS 30Ha 4OCTyna NO3BONSAET peluaTh 3agadvy KOHTPOSA MOBTOPHOrO Bxoda COTPYAHMKa B
nomMetleHve (M MOBTOPHOIO BbIXOAa M3 HErO) MPM HECKOMbKMX TOYKax npoxoda. Takke pa3dvBka obbekTa
Ha 30Hbl 4OCTyNa NO3BOSIIET BBECTM NMOUCK (MOHUTOPUHI) HAaXOXOEeHNs1 COTPYAHUKA B npegernax obbekra.
HeobxogumbiM ycnoBMeMm co3gaHUsA 30H OOCTyMna SIBMSIeTCA CYATbIBATENW, YCTAHOBIIEHHbIE C 00eunx
CTOPOH To4Yek npoxoaa. ToyKka NPoXoda C KHOMKOW BbIX04a HE MOXET pasaensaTb 4Be 30HbI.

30Ha gocTyna onucbiBaeTCs BXOAHbIMU U BbIXOAHBIMWU cuyuTbiBaTENnAMU. [pu onucaHum 30H JocTyna
HeobX04MMO YyUMTbIBaATb, YTO CUYUTbIBATENb MOXET ObiTb BXOAHbIM B OAHY 30HY AOCTyna W BbIXO4HbIM B
OfHY 30HYy pgocTyna. BnoxeHHble gpyr B Apyra 30Hbl OCTyNa SBMASATCSA OWMObIYHBIM ONUCAHUEM
obbeKkTa 1 He UMelT cMbIcha.

Ha o6bekTe HeOOGXOOMMO 4YeTKO OMUCbiBaTb 30HbI AOCTYMA, YYWUTbIBAs TaKyld 30HY Kak BHeELUHee
NPOCTPAHCTBO. T.e. COTPYAHUK MOKMHYBLUUIA 0OBLEKT HAXOAUTCS, K NPUMepY, B 30He AocTyna “Ynuua”.

1.5 BpeMeHHble 30Hbl.

BegeHuve noHsaTUs «BpemMeHHbIe 30HbI» NO3BONSAET peLwaTtbh 3aJayn peannsauunmn 3anpeTta u paspeLleHms
[0CTyna COTPYAHMKOB B MOMELLEHMS, 30Hbl B 3aBMCMMOCTM OT BPEMEHM CYTOK W KaneHgapHbix gat. B
npocTenwem crnyyae paspeLleHve ocTyna Ha ob6bekT B paboyvee Bpems 1 3anpeT B Hepabodee Bpems, B
T.4. B 3aBUCMMOCTU OT OHSA Heaenu.

Cuctema ForSec no ymonyaHuio umeeT BpeMeHHble 30Hbl Becerga n Hukoraa.

AnnapaTypa, npumeHsiemas B cucteme ForSec, nogaoepxvBaeT 64 BpeMeHHble 30Hbl, kKaxgas Ao 8
BpeMeHbIX MHTepBanoB, U Ao 256 npa3gHukoB B rof (tun 1, Tmn 2). 3TO NO3BONSET OpraHu3oBaTb Ha
06bekTe A4OCTYN COTPYAHMKOB MO CMEHAM M NepeHoC paboumx AHEN Ha BbIXOAHbIE.

1.6 YpoBeHb gocTtyna.

YpoBeHb [oCTyna — napamMeTp, OMNMCbIBAEMbIA BPEMEHHOW 30HOW M CHMTbIBATEMSAMU Yepe3 KOoTopble
paspelleH npoxod. YpOBeHb JOCTyna SABMSETCS OCHOBHbIM MPW HasHa4YeHWW KapT UHAEHTUMKaTOpPOoB
KOHKPETHbIM Brnagenbuam. VIMEHHO 3TOT mapameTp orpaHuyMBaeT BO3MOXHOCTM BRagerbua KapTbl Mo
[OCTyny B pasnuuyHble nomeweHusd. Cuctema ForSec no ymonuanuto mmeet gsa cnydas HUTOE wn
BE3[E. [Monb3oBatenb (agMUHUCTPATOpP) CUCTEMbI MOXET HasHadaTb JNtobble ypoBHM AOCTyNa:
«locTeBon», «BpeMeHHbIN» 1 T.4.

2 O630p cuctembl ynpasneHus goctyna ForSec.
2.1 HasHa4yeHMe cUCTEMbI.
MHTerpupoBaHHasa cuctema KOHTponsi M ynpaeneHus goctyna ForSec (manee cuctema wnn CKY[)
npegHasHadeHa Ans OCYLECTBIIEHUST aBTOMAaTUYECKOrO W/WMM aBTOMATU3UPOBAHHOIO KOHTPOMS U
ynpaBreHus OCTYNOM Ha 00bekTax pasnnyHoro macwtaba — ot HebonbLoro odurca Ao rpynn 00bHLEKTOB
pa3HeCceHHbIX TeppuTopuarnsHo.
MoMuMO ynpasneHuss 4OCTYNoM, cucTema crnocobHa KOHTPONMPOBAaTb PasfuyHble AaTyvKU YCTPOWCTB
aBTOMAaTUKN 30aHUA, oxpaHHo—nomapHon CurHanmsaumm no cpeacrteamMm BXOAALKMX B HOMEHKNaTtypy
pas3nuyHbIX MHTEPMENCHBIX MOZYnen, 4YTo Mno3BonseT o0becneynTb KOMMIEKCHYH aBTOMaTu3auuio w1
3awmTty obbekta. WHdbopmaunsi O COCTOSHUM [OaTYMKOB MOCTOSIHHO BbIBOAWUTCS Ha KOMMbHOTEPDI
MOHWUTOPWUHra, 3aHOCUTCA B apXxuMB COObLITUA WM MOXEeT ObiTb WCMoMb3oBaHa ANA  YNpaBreHus
NCMONHUTENBbHLIMU YCTPOMNCTBAMK OT CPEACTB CUrHanmu3auum 00 YCTPOWCTB aBTOMATMKM U YCTAHOBOK
NOXapOTYLLEHMS.

2.2 OCHOBHble BO3MOXHOCTU CUCTEMBbI.

2.2.1 NMpumeHsieMble naeHTUMhUKaATOPbI U CYMTbIBaTENN.

B kauecTBe “OSMNeKTPOHHbIX Kroyen’, BblAaBaeMblX COTPYAHUMKAM M MOCETUTENAM opraHusauum Ans
npoxoda B 3alivliaemMble MomelleHus, B cucteme ForSec moryT mcnonb3oBaTbCs MAEHTUUKATOPDI
caMbIX pasnuyHbiX TMMNoB - Touch Memory (iButton), Proximity-kapTel, Wiegand-kapTbl u T.4. KoHTakTopbI
kntoverr Touch Memory (iButton) nnn cunteiBatenn ¢ AaHHbIM BbIXOAHLIM (POPMaTOM MOAKMYATCS K
HEeKOTOpbIM MOAENsIM KOHTPONNEePOoB AoCTyna cucteMsl ForSec.

Ona cunTbiBaHWs M BBoAa Ko4a MWAEHTMUKATOPOB B COCTABE CUCTEMbI MOIYT MNPUMEHATHCA
CuMTbIBaTENM OTEYECTBEHHOro MPOM3BOACTBA, a TakkKe YCTpoMcTBa U3BeCTHbIX dupm: Motorola, HID u
T.4. [N noBbILIEHUS YPOBHSI CEKPETHOCTU NPUMEHSIOTCH CYMTLIBATENN COBMELLIEHHbIE C KNaBMaTypown.
Psago cumTbiBaTenenm B cuctemMe MOXET WMCMOMNb30BaTbCA AN MOCTAHOBKWU/CHATUS C OXpaHbl LnendoB
curHanumaaumm nHTepdencHolx Mogynen. B aTom cnyyae cumTbiBaTENM C KIaBMaTypon UCMOMb3YTCS Kak
ONnd goctyna, Tak v Ans ynpasnieHnss OXpaHHO-MOXapHOW cUrHanmaaumen.

MaBHbIM napameTpom npu BbiOOpe MOAenu cuUTbiBATENEN ABMSETCA BbIXOAHOW CTaHAApT AaHHbIX
Wiegand 26, Wiegand 34 unu Wiegand 44. Npu ncnons3oBaHMn nHageHtudmkatopos copmarta Touch
Memory (iButton) Ha annapaTHOM YpPOBHe npoucxoauT npeobpasoBaHWe 3TOro dopmata AaHHbIX B
dopmaT gaHHbIX Wiegand.



2.2.2 YnpaBneHue AOCTYNOM.

ABTOMaTMyeckoe ynpaBrneHue [JOCTyNOM B MOMELEHUS W 30aHWsi, KOHTPONMpyeMble CUCTEMOWN,
OCYLLECTBISIETCS HA OCHOBE YPOBHA [JOCTyna Bragenbla Kriw4ya uHaeTudmkaTopa, 3agaBaemMoro
aAMWHNCTPATOPOM CUCTEMBbI, YNONTHOMOYEHHbIMU COTPYAHMKAMK CNyx0bl 6€30MacHOCTU, COTPYOHUKOM
oTgena kagpoB v T.4. OrpaHn4eHns MOryT 3agaBaTbCs Kak Ansi OTOENbHbIX BriafenbLeB KYen, Tak u
AN rpynn BnagenbLeB, BblAENEHHbIX MO KakoMy-nmbo npusHaky. [Ina kaxgoro n3 3aperMcTpupoBaHHbIX
B CMCTEME KIOYeln MOXHO onpeaenntb CPpoK ero aencteus. MHgpopmaumsa o6 ypoBHe JOCTyna KIoyemn
WHOEHTUMMKATOPOB XPaHUTCH B KOHTpOMnepax 4OCTyna, rae 1 NpoucxoguT CBepka NapaMeTpoB Kntova ¢
pa3peLlleHHbIMM  NonHOMouUMaMK.  PyHKUMoHMpoBaHMe CKY[, He 3aBucut oT paboTocnocobHOCTM
KOMMbIOTEPOB BXOAALUMX B cucTeMy. B npocTteniem criydae KOMNbOTEP CAYXUT TOMbKO ANS 3agaHud
CTPYKTYpbl KOH(bUrypaLmm annapatypbl, permctpauum kapT, Ha3HaYeHUs kKapTam YpoBHS A0CTyna.

2.2.3 KapToteka BnagenbueB Knoyen nuHaeHTMhukaTopos.

MNporpammHoe  obecrneyeHne cucTembl MNO3BOMSIET  YCTaHaBMNMBAaTb  OFPaHUYEHUA  OOCTyna,
perncTpmpoBaTtb MOCTOSIHHbIX COTPYAHMWKOB, KIMEHTOB, FOCTEW W noceTuTenen obbekta M COXPaHHATb
cBefeHus o HMX B 6asax AaHHbIX.

Pervctpaumm 4venoBeka B cUCTEME MpuU Bbidaye MAeHTMUKATOpa — 3TO CO34aHMe NepCcoHarbHON
y4YeTHON KapTouku. [MoMMMO  pasnuyHOW TEKCTOBOW WHpopMaumu o Bnagenbue, B "SMNEKTPOHHOM
KapTouky" MOXHO BCTaBWUTb u30OpaeHue Bragenbua wuaeHTudukatopa, MOAyYeHHOe C MOMOLLbIO
AMEKTPOHHOro potoannapara unu u3 danna n3odpaxeHus.

boicTpoTa M 3(p(peKkTMBHOCTL perucTpaummM Mo3BoNMsSeT BblgaBaTb WAEHTUUKATOPblI HE TONbKO
NMOCTOSIHHOMY MNepcoHany, HO W opraHu3oBatb B bBlopo nponyckoB Bblgady waeHTUdMKATOPOB
NnoceTUTENAM M FOCTSIM B KQ4eCTBE BPEMEHHbBIX UMM Pa3oBbIX NPOMYCKOB.

Mpu BGonbLoOM KonNUYecTBe BblAaHHbIX MAEHTUMMKATOPOB BO3HMKAET HeOBX0AMMOCTbL BbICTPOro nomcka
uHdpopmaumm B 6Gase pJaHHbIX uX BnagenbueB. [lporpammHoe ob6ecnedeHns ForSec nossonsiet
npou3BoAMTb MOMCK M OTOOp "KapTodek" NO CaMblM PasnUyHbiM KpuTepusiMm M B oblem crnyyae
OKa3blBaeT HEOLIEHMYIO MOMOLLb Cryxbe kaapoB.

2.2.4 OrpaHunyeHue gocTyna onepaTtopoB K npunoxeHusam MO.

AOMWHMCTPATOP CUCTEMbI MOXET CaMOCTOSITENBHO 3aaBaTb K KakuM MMeHHO npunoxexuam MO ForSec
UMeeT OOCTYN Kaxabli U3 OnepaTopoB, U B KAaKOM pexuMme (B pexume Mosfib30BaHWUs UM B pexnme
nofiHoro  goctyna). T.e. un3MeHeHuss 6a3 [aHHbIX BO3MOXHO TOJIbKO  YMOIHOMOYEHHBIMU
npeacTaBUTENSIMU.

2.2.5 MoHUTOpUHIr 06beKkToB. [o3TaXHble NnaHbl.

NHopmaumss o cobbiTnsiX, CBA3aHHbIX C AOCTYNMOM B KOHTPOMMpyeMble MOMeLleHns n paboTon
obopynoBaHus, oTobpaxaeTcs B peanbHOM MaclwTtabe BpemeHn Ha a3kpaHax [1K Ha KoTopbIX
YCTaHOBMNEHO NPOrpamMMHOE NPUOXKEHNE KMOHUTOPY.

TekcToBble coobueHns O cobbITuAX (BXoAdax, BbIXoA4ax KOHKPEeTHbIX fuvu, B3fomax [ABepewn,
npeabsaBneHUn HesaperncTpupoBaHHbIX WAEHTUMUKATOPOB, cpabaTbiBaHWAX AATYMKOB W T.4.) MOryT
aybnupoBaTbCs pedeBbiMW COOOLLEHMSMM K nokasom doTtorpacdhum Bnagenbua npeabABNEeHHOro
naeHTndukatopa.

B cnyyae npegbsasneHvs naeHTudukaTopa B MOMEHT, KOrga Ans ero Bnagenbua AencTByeT kakoe-nmbo
U3 OrpaHMYeHnn [OcTyna, WUCTEeK CPOK [OencTBua uaeHTudukaTopa wnv npu  npegbsasneHun
He3aperncTpMpoBaHHOro MAEHTMdUKaTopa, B COOOLLEHUN O COBLITUN YKa3biBaEeTCs NpUYMHa, N0 KOTOPOW
AaHHOMY BnaferbLy oTKka3aHo B JOCTyne.

Mpn HeobXoAMMOCTM MNPOBOAWTL BM3yamnbHbIA MOHUTOPUHI OOBLEKTOB, - OTCREXMBaTb COObLITUS U
ynpaBnsiTb OOCTYMOM, - MOXHO Takke W B peXxuMe OTOOPaKeHMS MOITaKHbIX MfaHOB, Ha KOTOPbIX
HarnsgHo otobpaxaeTcsa cuTyaums B 3gaHumn. Tonbko He B Bepcun ForSec-Lite.

KoHTponupyemble 06bekTbl (AaT4nkM, cunTbiBaTeNM u T.4.) 0603HAYaATCA Ha nnaHax NUKTorpamMmmamm
WnM 3Hadykamu, BWMA WM UBET KOTOPbIX MOXET MEHATbCS B 3aBUCMMOCTM OT  COCTOSHUS
COOTBETCTBYIOLLIErO 00BbEKTA.

B MOMEHT BO3HMKHOBEHMS HELITATHOrO COOLITUS, Ha 39KpaHe KOMMbiOTepa, aBTOMaTU4Yecku unu no
KOMaHAe norb3oBaTens, pa3sBopavnMBaeTCH MiaH HY>KHOro 3Taxka, Ha KOTOPOM YKasblBaeTcs MecTo unu
0BBEKT, C KOTOPbLIM CBSA3aHO TPEBOXHOE COBLITME.

lMocne nNpuHATUS peLleHus, onepaTop CUCTEMbl C MOMOLLUBIO KNaBvaTypbl KOMMbIOTEPA, MbIWW UMK
BbIHOCHOTO MyNnbTa WCMOMHWUTENBHOMO YCTPOWCTBA, MOXET AMCTAHUMOHHO OTKPbITb MNM 3abrokupoBaTtb
Kakyto-nmbo oTaenbHyl0 ABepb, OTKPbITb BCe OBEPW B Cnyyae noxapa wniv 3abnokvMpoBaTb MX B MOMEHT
HanageHus, akTuBU3MpPOBaTb CUCTEMbI NMOXAPOTYLLUEHWS, BKIMOYUTb CUPEHY U T.4.

Ecrnu cuctema vmeeT AOCTaTOYHO CROXHYHO CTPYKTYPY M KOHTponmpyeT Gorblloe KOnMyecTBo OOBLEKTOB,
PacrnofioXeHHbIX B MHOMOSTEXKHOM 3[aHUM UMW HECKOMNbKUX OTAENbHbIX 30aHWsAX, NiaHbl 3Taxken UmetoT
nepapxuyeckyto CTpykTypy Tvna "Obwuii - MNMogpobHein”. B aToM criydae cuTyauusi B 3gaHUM UNn 30aHUsIX
oTobpaxaeTca Ha obLuemM, cxeMaTYHOM NiaHe, a NPy BO3HUKHOBEHWW 3KCTPEHHOIO COBbITUS pacKkpblBaeTCs
noApOo6HbIV NaH COOTBETCTBYIOLLENO 3Taxa U NOMELLIEHWS.

5



2.2.6 OxpaHHO-NOXapHasa cUrHanusavuus.

Cunctema ForSec cnocobHa KOHTpONUpPOBaTb Camble Pa3fUYHbIE OXPaHHbIE W MOXapHble M3BeLlaTeny.
CpabaTtbiBaHne Kakoro-nnbo gaTtyvka, kakom-nnbo 30HbI, BbI3bIBAET MOSIBNIEHME TEKCTOBOIO M PEYEBOro
coobLeHnsa n prKcMpyeTes B XKypHarne coobiTUiA.

B MomeHT cpabaTtbiBaHMs gaTyuka, cucTema aBTOMaTMYecku, B COOTBETCTBUM C 3apaHee 3afaHHoM
peakumner CUCTEMbI, MOXET BKMUUATb UMM BbIKIKOYMTL TO UMW MHOE YCTPOWCTBO (Hampumep, CUPEHY,
Hacocbl NOXapoTyLLeHns, pa3brnoknposaTs Asepu, 1 T.M.)

Mudopmauusa o cakte n Mecte cpabaTbiBaHMM SATYMKOB BbIBOAMTCSA HA MO3TaXHbIX MiaHax 3gaHus a
Takke 3aHOCUTCA B XXypHan coObiTURA. [eXypHbIi COTPYOHUK OXpaHbl MOXET CaMOCTOSITENbHO OTAATb
KOMaHAy MCMONHUTENbHbLIM YCTPOMCTBAM CUCTEMBI.

NHTepderncHble Modynu OXpaHHO-NoXapHble MOryT MOAKMoYaTbCa K Mbomy KOHTponnepy AocTtyna
(maHenwn), T.e. pacnonaratbcd B Ntobon Todyke oObekTa. YTO cokpallaetr 4Mcro MPOBOOHBIX JIMHWM
(wnendoB curHanusaumm).

LleHTpann3oBaHHasi NOCTaHOBKAa M CHATME C OXpaHbl OCcyLlecTBnseTca ¢ paboyero mecrta (KomnbioTepa)
OexypHoro onepatopa. Kpome 3Toro, otaenbHble NOMELLEHNST UK 3TaXW MOTYT CTaBUTbCA U CHUMAaTbCSA
C oxpaHbl YNOSIHOMOYEHHbIMWU COTPYAHNKaMKN opraHm3aumi. B nocnegHem cnyvae, NnocTaHOBKA M CHATUE
MOXET OCYLLECTBNATLCA, HanpuMmep, Mocre npeabsiBleHust NepcoHanbHOro uaeHTudukatopa wu/vnm
Habopa KoZa ¢ NoOMOLLbL KnaBmaTypbl. Hanpumep, npu ucnonb3oBaHnM cHMTbIBATENEN, COBMELLEHHLIX C
KnaBuatypamMu, COTPYLHUK OOJPKEH CHayana HabpaTb Ko4, a 3aTteM MpeabsBuTb CUYUTLIBATENO CBOW
noeHtudmkatop. JlImbo B cucteme BbiAENsiETCA crneuuanbHbIi cuuTbiBaTenb (6e3 knaBuaTypbl) Ha
ynpasneHus cuctemon OlMC.

MHdopmauusa o Tom, Kakve MOMELLEHUS U NpoxoAdbl HaxOO4ATCA No4 OXPaHOW WM CHATbI C OXpaHbl
HarnsgHo oTobpaXkaeTcsa Ha NO3ATAXKHbIX MaHax 34aHus.

2.2.7 CoxpaHeHue, NPOCMOTpP U apxuBaumsa MHPOpPMaLUK O COBbITUAX

B npouecce MOHUTOpPWHIra KOHTponMpyembix 06bekToB, MHopMaLms 060 BCex COBbITUSAX, CBA3AHHbLIX C
OOCTYNOM B KOHTPOMMpPyeMble MOMELLeHWs, AaT4yMkaMu curHanusauum n paboTon CUCTEMbI, a Takke
CBSi3aHHbIE C OEeNCTBUAMW onepaTopoB, uKkcupyeTca B 6ase JaHHbIX, XPaHSLLENCS Ha )XeCTKOM AuCKe
KOMMbloTEpa-cepsepa.

B niobovi MOMeHT BpeMeHu wuHdopmaumio 06 3TUX COBbITUSAX MOXHO MNPOCMOTPETb Ha 3JKpaHe
KOMMbIOTEpPaA U pacneyataTtb B BUAE OTHETOB.

B niobon MmomeHT BpemeHu 6asa gaHHbIX MOXeT ObiTb 3aapxuBupoBaHa. bnarogaps atomy, B cucteme
MOXET COXpaHATCA MHOPMaLMSA O COBbITUAX 3a ANUTENbHbIE NEPUOAbLI BPEMEHW.

2.2.8 OTueThl.

Ha ocHoBe 6a3 gaHHbIX C MOMOLLbLI CreunanbHbiX MNPOrpaMMHbIX MOAyMen, BXOOsWMX B COCTaB
nporpammHoro obecneyeHmss CUCTEMbl, MOXXHO Ferko cpopmMmupoBaTb pasnmyHble OTYETHlI O COObLITUAX
poctyna u paboTte obopynoBaHusl. B yacTHOCTM: OTYETHI 06 SKCTPEHHBIX UK BCEX COOBLITUSAX 3a Kakon-
nmbo nepuog BpPeMEHM; O COObITUAX CBSA3@HHbIX C  KaKMM-NMOO KOHKPETHbIM YErIOBEKOM UMM
nomeLlleHneMm; o paboyem BpemMeHU nepcoHana; 0 BpEMEHU npuxoda COTPYAHMKOB Ha paboTy, OoTyeTbl
OEeXypHON CMeHbI crny>6bl 6e30nacHOCTM 1 T.4.

MMony4yeHHblE OTYETbl MOXHO TYT e MPOCMOTPETb Ha 3KpaHe KOMMbioTepa, UCMOoNb3oBaTb B APYrux
npunoxeHunsx (Hanpumep, B MS Excel) n pacneyatatb Ha NpyHTEpe ANs AanbHEenLWero aHanusa.

2.2.9 KoHdurypupoBaHue cuctembl

C nomowbio MporpaMMHOrO OGecneyvyeHuss CUCTeMbl MOXHO CaMOCTOATENbHO 3adaTb  CXemy
MOAKIIOYEHNS SNIEMEHTOB, YCTAHOBKM U PeXnMbl paboTbl CUCTEMBI B LIENIOM U €€ OTAENbHbIX MOACUCTEM,
N3MEHSTb 3a4aHHble NapameTpbl NPU M3MEHEHUN KOHUrypaumm n paclumpeHnmn coctasa obopyaoBaHus
CMCTEeMbI, Co3aaBaTh pasnuyHbIe BUAbI PEaKLMM CUCTEMbI HA COBLITUS U T.4.

Bnarogaps yHuBepcanbHOCTM OCHOBHOrO o6opyaoBaHMs, cCMcTeMa Nerko paclumpsieTcsi, nossonset
NoAKmoYaTh HOBblE YCTPOMCTBA.

Mpn HeobXxoAMMOCTM BbINOMHEHUSA MPOMUNAKTUYECKMX U PEMOHTHBLIX PaboT B MOOON MOMEHT MOXET
ObITb OTKMOYEeHa 4YacTb obopyaoBaHus. [py 3TOM BCe ocTarnbHble NMoAacuMcTeMbl ByayT perynvpoBaTtb
[0CTyN B OObIYHbBIX PeXUMMaX.

2.2.10 MporpammHoe o6ecneyeHne

B 3aBucumoctn oT TpeboBaHWi Nonb3oBaTenst NOCTaBNSAETCA UM OAHOMOMb30BaTeNbCKask BEpCUs Ansi
paboTbl Ha OOHOM KOMMbKTEPE, WK XEe MHOronofb3oBaTenbckas Bepcusd (Ha HECKONbKo paboumx
CTaHuMn B ceTn, obbeauMHEHHbIX eanHOn ©0a3on OaHHbIX), a TakKe HanuyMem WM OTCYTCTBUEM
YHKUMOHANbHbLIX BO3MOXHOCTEN (norHas Bepcust u Bepcus Lite) M OONONHUTENbHBIX MPUITOXEHUN
(«YyeT pabodyero BpemeHu»). B crnyyae MHOrononb3oBaTeflbCKOM BEPCUM B CETU KOMMbIOTEPOB



BblOenseTcs «cepeep» ANA xpaHeHus 6a3 gaHHbix. OcTtanbHble K aBnswTcs pabounmm cTaHuusamu.
Bce yHKUMM NO ynpaBneHuio 1 HAaCTPOMKOW CUCTEMbI AOCTYMHbI ¢ Ntobor paboyen cTaHuum 1 cepsepa.
MakcnmanbHoe KonmyecTBo ogHoBpeMeHHOo pabotatowmx MK B cucteme ForSec onpepensieTca npu
3akasze cucteme. OpgHako MO ForSec MoxeT ObITb ycTaHOBReHO Ha 6Gonblwee konudectBo [K.
OrpaHu4yeHne gencTBYeT Ha ogHOBPEMEHHYo paboTty MK B cucteme.

[MporpaMMHBIN KOMMNEKC CUCTEMbI COCTOUT U3 6-TWM OCHOBHbIX MPUIOXEHUN:

«AOMUHKCTpaTOpP» - NpeAHasHadeH Ans perncrpauum Komnnekca, paboTbl CO CMMCKOM Mosb3oBaTenem
NporpamMMHOro KOMMJSIEeKCa, 3afdaHus [Ons  Kaxkgoro M3 HUX npaB  dOCTyna K BO3MOXHOCTAM
NnporpamMmMmnpoBaHns NapameTpoB CUCTEMbI. Takke AaHHOE MPUIOXEHWe MO3BONSET HAcTpouUTb 0obLine
napameTpbl paboTbl ¢ 6aszamMu OaHHbIX BCEX MPUSIOXKEHUI, a Takke NPOBOAUTbL apXvMBUpPOBaHWE U
pasapxupoBaHue JaHHbIX, epeperncTpauuio KoMmnnekca.

«CepBep» - 3TO €QMHCTBEHHOE MPUMOXEHNE B COCTaBe NakeTa, KOTOpoe HENoCpeaCcTBEHHO paboTaeT ¢
annapatypon. OHO ocyulecTBnsieT 06paboTKy BXOAHbIX COOBITUIA CUCTEMBbI, MOMELLas UX B >KypHan
COObITMA M BXOAHbIX CODOLITUIM, MOCbINAs WX KOHTpoONnepaMm [AOCTyna 4epe3 CEeTEeBOM KOHTponnep
HenocpeacTBeHHO nogkrtoyeHoro k COM nopTy komnbioTepa. Bce B3aMMmogencTBms Apyrnx NpunoXXeHnm
C ycTpoWcTBamMu cucTembl ocyulectersieTcss vepe3 «CepBep». T.e. nocne perucrpauum Kommnnekca,
HeobOxoaMMbIM ycrioBMeM paboTbl CUCTEMbI SIBRSIETCS MOCTOsIHHAsi paboTa npunoxeHuss «Cepsepy.
Yale Bcero yepes MeHto ABTO3anyck onepaumoHHON CUCTEMBI.

«KoHdurypatop» - mcnonb3yeTcs Ons NOMHOrO ONUCaHWsi BCEM CUCTEMbl C yKkasaHueM annapTypbl,
06y4eHuns cucTemMbl KapTam UHAEHTUMKATOpPaMm, BU3yansHOW pa3paboTkM CXeMbl MOHUTOPUHIA, 3a4aHuns
BPEMEHHbIX 30H, YPOBHEW [OCTyna, 30H [JOCTyna, [rPynn OXPaHHbIX 30H, MNPa3AHMKOB, MfaHoB
NoMeLLEeHNSI.

«KapTtoTeka» - npegHasHadyeHa Anst paboTbl C MHOpMaUUne O COTpyAHMKAX MpeanpusaTus UMELmnX
KapTbl UHOEHTUMKaTOPbl U APYrMx BnagenbLuax KapT. 34ech OCyLLEeCTBNSAETCS Bbigaya M BO3BpaT Kapr,
Ha3Ha4aeTCcs ypoBeHb A0CTyna KapT. «KapToTeka» BKMoyaeT rpaduyveckuii pegaktop ansa paspaboTkm
BHELUHEro Buaa kapT (634KUHT) 1 MOAyNb paboThl C LMdpOBO Kamepon.

«MoHuTop» - obGecneuynBaeT HamMAOHbIA W yOOOHBIA  MOHUTOPUHI COOBITUA C BO3MOXHOCTBIO
BYAEOUHAEHTU(MKAUMM U NpPOCMOTPa COObITUA CUCTEMbI B peanbHOM BpPEMEHMW, PerucTpupysi
TpeBOXHble cOoObITUSA. [Mporpamma npefocTaBnsieT BO3MOXHOCTb HEMOCPEACTBEHHOro YNpaBneHus |
nonyyeHns NoApoodHOM NHPOPMAaLMK O COCTOAHUN OOBEKTOB CUCTEMbI, TAKUX KaK NaHemnu, cYnTbiBaTenu,
30HbI JOCTYyNa 1 ap.

«leHepaTop oTyeTa» - NpegHasHa4YeH Ans NPOCMOTPa W BbIBOAA Ha neyatb coObITUI cucTembl. Bce
COObITUA MOXHO pas3genuTb Ha OBE KaTeropun: nporpaMMHble cobblTust — coobLlleHns npu paboTte ¢
annapatypoi. Nonb3oBaTenb MOXeET MnofyvyaTb OTYETbl Kak MO COOOLLEHWSIM OOHOro Tvna, Tak v no
KOMOVHaUMM pasnu4yHbIA TUNOB, OLHOBPEMEHHO YCTaHaBnvBasi OTOOP MO BPeMeHU, KapTe, OoObekTy
CUCTEMBbI, BriagenbLy KapT 1 gp. napameTpam.

3 CoctaB cuctembl ForSec.

Cuctema ForSec npegcraBnsetr obbeauHeHve annapaTHbIX W nporpamMmHbiX cpeacTts. OcHoBow
annapaTtHOM 4acTu CUCTEMbl SBNAOTCA KOHTponnepbl goctyna (naHenu). K naHensm nokmnoyarTcs
JononHuTensHoe o0opyooBaHME —  CUYUTbIBATENW, UCMOSMHWTENbHbIE  YCTPOWCTBA, YCTPOWCTBA
ynpaeneHusl, wHTepEencHole MOAynw. AnnapaTtHasi KoHdurypaumsi, norumka paboTbl, YPOBHMU
nonb3oBaTenen, ypoBeHb OOCTyNa noceTutenen 3agatoTcs nporpammHbiM obecnedyenvem c TMK. Ons
CBSI3N CeTn KOHTpomnnepoB goctyna (naHenen) c MK cnyxaT ceTeBble KOHTpOMnepbl, npeobpasywime
uHTepcernic RS-485 cetn naHenen B uHTepdenc obmeHa paHHbiMu ¢ [MK. Takke B mnpouecce
PYHKUMOHNPOBAHUSA CUCTEMbI Yepe3 CeTeBble KOHTPOSNEpPbl OCYLUECTBSETCA MOCTOSHHbLIA OOMEH
cnyxebHon n nonb3oBaTenbckon uHdopmauven mexgy MK n ceTblo KOHTponnepos JocTyna npwu
passuton CKY[. [Ina yBennyeHnsa AnuHbl NMHUK CBA3M NaHenen, raribBaHN4YeCKon pa3Bsa3kM CErMEeHTOB
NVHUK, CO34aHMsA  CROXHOW CTPYKTYpbl CcrniyxaT penuTopbl uUHTepderica RS-485. B cnyvae
HeobXoAMMOCTM opraHM3auun yaaneHHbIX OObeKTOB B CUCTEMY BKIIOYAKOTCA MOAEMbI MOA, pasfnuyHble
NHUK CBA3W. [Nsi MHTerpauum ¢ CUCTEMaMy OXPaHHO-MOXapHOW CUrHanu3aumMm M aBTOMaTUKWU CriyxaT
WHTEpdENCHbIE MOAYMNW PA3NNYHOrO HA3HAYEHWUS.



CocTtaB cuctembl ForSec.
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2-51 NINHWSI KOHTPONNEPOB
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FS-P-485
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VIHTerpauws ¢ oxpaHHo-NoXapHoi
CUrHanW3aLINeN U UHKeHEPHBIMA
coopyxeHuaMA

YaaneHHas npoxoaHast

RS-485 no 1200 m. go 32 wr.
KOHTPOINNEPOB A0CTyNa C
ranbBaHN4YeCKOl pa3BA3Koi

Puc. Mpymep nocTpoeHns cMcTemMbl KOHTPOMST 4OCTyna Ha obopyaoBaHumn ForSec.

OcHoBHas annapartypa cuctembl ForSec.

KoHTponnepsbl goctyna (naHenu) FS-2..., FS-4W..., FS-8W.

HasHaueHue:

- Mony4eHne uHopmaLmn oT cunTbIBaTENEN

- MpuHATHE pelleHne o paspelleHun gocTyna

- YnpaBneHne NCnonHUTENbHbIMU YCTPONCTBaMU

- C6op nHdopmaLmmn oT MHTEPdENCHBIX MOgYen

- YnpaBneHue nHTepdencHeIM1U MOaYyNAMU

- OBbmeH MHdopmaumnen (Mpu HanU4MM CBA3N) C CeTbo KOHTponnepoB goctyna u MK

HoMmeHKNaTypHbIN psg Ha HACTOSILLUIN MOMEHT COAEPXKUT KOHTpOMepbl Ha 2/4/8 cunTbiBaTens.

CeteBou KoHTponnep FS-CT.

HasHadeHue: opraHusaumst nHTepdenca mexay CeTbld KOHTPOMNepoB paboTawwwmx no UHTepdency
RS485 un TK c Bxogom wuHTepdenca RS232 ansa kontponnepa FS-CT, nnv nogknoyeHus cetu
KOHTponnepoB paboTawowmx no mHtepdency RS-485 B nokanbHyto ceTb Ethernet komnbioTepoB ans
ceteBoro koHTponnepa FS-Eth. MNMpu ucnonssosaHun koHTponnepa FS-CT, ns-3a orpaHuyeHuss OnvHbI
nuHumn nHTepdpenca RS-232, koHTponnep NoaknovaeTcs kK KoMnbloTepy 6a3 fJaHHbIX CUCTEMBbI.

CeTteBou KoHTponnep FS-Eth.

HasHayeHue: opraHmsauusa vHTepdenca Mexay CeTbio KOHTPONepoB paboTawwmx no uHTepdency
RS485 u cetbto no npotokony TClIP (nokanbHyto ceTb Ethernet komnbtoTtepoB u  gpyroro
obopypoBanus). IP agpec koHTpomnnepa FS-Eth npucBamBaetcs uepes npunaraemoe [10. Takum
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00pa3oM CHMMAaeTCsi OrpaHMyeHvMe MO MakCMManbHOW yAarneHHOCTW cepBepa 0a3 AaHHbIX OT CeTu
KOHTponnepoB goctyna. CeTb KOHTPOMMEPOB AOCTyNa MOXeT ObITb yAaneHHa OT cepBepa 6a3 AaHHbIX, U
ONS CBA3W C HUM UCMNOMb30BaTh OOCTYMNHbIE KaHarbl CBA3N.

CuutbiBaTenm.

HasHadeHune: npeobpasoBaHue Koda Kuen uaeHTUMKaTopoB B CTaHZapTHbie hopMaTbl BXOAHBIX
AaHHbIX KOHTponnepos goctyna (Wiegand 26, Wiegand 34, Wiegand 44).

Penutepbl uHTepcenca RS-485 FS-P-485.

OrpaHvyeHne Harpy3oyHON xapaktepuctukm cetn RS-485 orpaHuuvBaioT anuvHy nuHum go 1200m, a
Takke HaKnagblBalOT OrpaHMYeHMs1 Ha KONMMYecTBO abOHEHTOB ceTu uHTepderica RS-485. Penutepsl
uHTepderica RS-485 nos3eonsaT HapawmBaTb NUHUIO CBSA3W, MO0 BBOAMTL OTBETBIIEHMS a TaKke
o6ecneynBaloT ranbBaHNYECKYI0 Pa3Bsa3Ky MeXay cermMeHTam NuHum uHtepderica RS-485.
MHTepdencHble mogynu FS-1-08, FS-R-07, FS-S-04, FS-S-08.

B obwem cnyyae nonyyeHve uWHGoOpMauumMm O COCTOSHUM WM3BeLaTener  OXpPaHHO-MOXaPHON
curHanmMsauun, [[aTynMkoB CUCTEM aBToMaTM3auuMm W a Takke YrnpaBfeHWe MWCMNOMHUTENbHBIMU
ycTponcTBamu.

McnonHuTtenbHble yCTPOMUCTBA.

YcTporicTBa 6GrioknpoBaHus TOYEK NPOXoAa, a Takke yCTPONCTBA aBTOMaTUKN U CUTHanNM3aumm.

Mopewmbl.

Csssb ¢ yganeHHbiMu cpegctsamu CK[ ForSec.

[JononHutenbHasa annapatypa ans npumeHeHusi ¢ cuctemom ForSec.

MpuHTep KapT.

B cooTBeTCTBUM C TUMOM NPUOOPETEHHBIX KAapT MOXET ObITb OCYLLECTBIIEHA HENOCPEeACTBEHHAs nevaTb
Ha TOHKMe kapTbl (TonwmHon oT 0,25 go 1,5 MM) unu Ha Haknewvku ons NocrneayLwero KpenneHnsa Ha
TONCTbIX KapTax (TonwmHon donee 1,2 Mm).

JTiobasa nHdopmaumm no xenaHuio 3aka3vmka MOXeT ObiTb HAHeCeHa Ha KapTbl MAeHTUdUKaTopbl. KapThbl
OyayT copepxatb BCHO Heobxogumyto WHopmaumo: ¢oTo coTtpyaHuka, ®UO, dwmpma, otagen,
TabenbHbI HOMEpP, YPOBEHb MOSTHOMOYMI, YPOBEHb AOCTyna U T.4. KapTbl noeHTUgMKaTopbl 3aMeEHSIIOT
cobon paHee npuMeHsiBlUMECHA Ha obbekTe OymaxkHble npornycka. B O ForSec BctpoeH moaynb
pa3paboTkn MakeToB M NevaTn Ha NNacTUKOBbLIX KapTax.

LUuncpoBon poToannapar.

ABTOMaTM3auusa cosgaHmsa 6asbl AaHHbIX MO cOTpyaHukam. [lanee boTo COTPYAHUKOB NPUMEHSATCA ANs
neyaTu NPonycKkoB 1 npouecca poTonaeHTuduKaunum Ha NPOXOaHbIX.

MO ForSec MmeeT BCTPOEHHLIN Moaynb paboTbl ¢ UMdpoBbIM (hoToannapaTom, KOTOPbLIA NO3BONSET
pedakTupoBaTtb hannbl C Uenblo onTMMu3aumm msobpaxeHun. CriegyeT NoOHUMAaTh, YTO Gasa AaHHbIX
OyneTt megneHHo pabotatb ¢ darinamu donblnx pasmepoB. [1odTomy BbiOMpaniTe KOMMPOMUCC MEXOY
pa3mepom danna n TpedbyemMbiM Ka4ecTBOM N300paKeEHWA.



3.1 Kontponnep poctyna (naHenb).

OcHoBon cuctembl ForSec aBnsieTca koHTponnep (maHenb) ynpaeneHus goctyna. B 3aBucumocTtu ot
MoaudmKaLnm KOHTPOMMep OCYLLEeCTBIAET NOMHbI MOHUTOPUHE OT 2 A0 8 ToYek Npoxoda U NpuHUMaeT
pelleHe O paspelleHun Ha npoxod. KoHTponnep HakannuesaeT MHPOPMAaUMIO O TOYKax npoxoda u no
cpeacTBoM ceTn RS-485 nepegaeT nHopmaumio Ha 0O LEKTOBbLIN YPOBEHD.

CETEBOM % WNHTEP®ENC <:> CUCTEMA
NPOLIECCOP RS-485 ForSec

{\
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___> LleHTpanbHbIN

npoueccop
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Puc. CtpykTypa koHTponnepa goctyna.FS-4W.

Kaxgbln KOHTponep coaepXuT crneayoLme yHKUMOHaNbHbIe MOgYnu:

- LleHTpanbHbIi npoueccop (MacTep npoueccop)

- NamaTtb kapT (Flash-namsaTb)

- MamaTb cobbiTun (SHeproHesasucumas O3Y)

- Yackbl peanbHOro BpeMeHu

- CeTeBoOW Npoueccop

- KoHTponnep noprta

- MpeobpasoBatenb nHtepgenca TM —Wiegand mogenun koHTpornepo ¢ nHagekcom WT

LieHTpanbHbIM npoueccop (LiM)

Anpo naHenu, ocyulecTersiiollee ynpaBrieHne BcemMu nepudepunHbiMm ycTponctesamn. LN Bbigaet
caHkuumio Ha npoxog. Monyyns kog 13 NopTa, LeHTparnbHbIN NPOLLECCop aHanM3npyeT COCTOSHUE NamMsaTu
KapT U NPUHUMAaET peLleHne O paspelleHun Ha npoxod. OBbHapyxuB kof kapThbl, LI npoBoanT npoBepky
OOMOSNTHUTENbHBIX OrpaHWyYeHuin (YypoBeHb OOCTyNa, BPEMEHHble 30Hbl, akTMBHOCTb KapTbl). Ecnn HeT
YyCNoBUM ANs 3anpeleHus npoxofda, UeHTpanbHbiA npoueccop BbldaeT KoMaHvay akTMBM3auun
WCMNOMHUTENBHOrO YCTPONCTBA COOTBETCTBYOLWEN ABepn. LIM KOHTponmpyeT COCTOSIHME BXOAOB NaHenu.
Mpu akTMBM3aUMM BXOOOB MaHerb BKIOYAET HeOOXoauMble UCTONMHUTENbHbIE YCTpolcTBa. PewweHre 06
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aKTMBM3aLMN BbIXOOOB TaKke MPUHUMAET LeHTpanbHbI npoueccop. Jlloboe M3amMeHeHne B COCTOSIHUM
naHenu cukcupyetcs B Oydepe cobbITui.

FLASH-namsaTb.

Haunbonee ueHHas uwHdopmauusa 6a3sbl AaHHbIX MaHENU XPaHWTCA B SHEProHe3aBWCUMOW MamsATH,
KOTOpasi MOCTpoeHa Ha koMnoHeHTax Tuna “Disk On Chip”. B aTom pasgene namsitv NOMeLLEHbl AaHHble
O KapTax M BpeMeHHbIX 3oHax. OTKMYEeHMe NUTaHUA He oOKasblBaeT rybuTenbHOro AEWCTBUS Ha
cogepxunmoe Flash-namatn. MapaHTMpoBaHHast COXPaHHOCTb AaHHbIX COCTaBNSAET HECKONbKO OECATKOB
ner.

MamaTb cobbITUN.

OnepatumBHas obcTaHoOBKa B TOYKax Npoxoda chmkcupyeTtcs B ouckanbHom namstu. Jlioboe nameHeHue
COCTOSIHMA MNaHenu 3aHocuTcs B Oydep cobbiTuin. Cogepxumoe namsATM cobbITUA Nepuoguyvecku
TpaHcnupyeTcsi Ha Gonee BbICOKMIN MepapXmMyecKkMin YpoBeHb ynpasneHus. Nonyyatenem nHgopmMauum o
COCTOSIHUM NMaHenu sBnsAeTca komnbloTep. daxe, ecnu cBa3b ¢ PC noTepsiHa , Bce dncKanbHble OaHHbIE
HaKannMBalTCsa B 3HEpProHesaBucuMom bydepe . briarogaps 6onbLuon eMkocTr namaTn codbituin (5000)
naHenb ForSec moxeTt Haxoanutca B pexxume “Off LINE” npogomkuTtensHoe Bpemsi.

Yacbl peanbHOro BpemMeHu.

Ona obecneveHns (PyHKUMOHUPOBAHNS BPEMEHHbIX 30H U MPUBA3KM COObLITUI K peanbHOMY BpPeMeEHU B
naHenun ucnonb3oBaH cneuunansHeln Yyin RTC. Yackl nuTaloTca OT OTAENbHOr0 NUTUEBOTO MCTOYHMKA
nutaHusa. CneynanuanpoBaHHas MUKpocxema uMmeeT adhpekTUBHYO 3almnTy OT c6oeB U PYHKLUMOHUPYET
Jaxe, Korga ocTtasnbHble MOLYW CUCTEMbI OTKIMOYEHbI 1 0OECTOYEHBI.

CeTeBoOM npoueccop.

[ononHUTENbHBIN  KOMMYHUKaLMOHHBIN  MUKPOKOHTponnep obecneunBaeT cepBuc cetn PROFIBUS.
CeTteBon npoueccop obecneumBaeT TrMOKMIN UHTEpdENC Mexay U3M4eckun cpegon cetm U
LeHTpanbHbIM npoueccopom. [lakeTbl WHoOpMauun, nonyyYyaemble MO CETU , OEKOAUPYKTCS U
obpabaTtbiBatoTcs 6e3 y4acTus LeHTpanbHOro

Mpoueccopa. CtangapT RS485 no3eonseT yganaTb YCTPOWCTBA HA 3HAYMTESNbHbIE PACCTOSHUA APYr OT
apyra (1 200 m Ha cermeHTe). PasHOCTb NOTEHLMANOB 3E€MSIN TaKMX YCTPOUCTB MOXET LOCTUraTb COTEH
BonbT. [pn paspaboTtke naHenun ForSec yyTeHbl peanbHble YCNOBUS POCCUNCKMX 0ObekToB. [MosTomy
ANns 3pEKTMBHON 3aLUMTLI OT NEPEYUCTIEHHBIX BbILLE CUTyauuii B CETEBOM KOHTPOIepe UCnonb3oBaHa
nonHas ranbBaHW4yeckas pasBsaska (2500 ) onekTpoHukM oOT dusmyeckon cpedbl cetn RS485.
BbinyckaeTcs BapuaHT KOHTponnepa goctyna gns paboTsl ¢ MOOEMOM Un

HenocpeaCTBEHHOro NOAKMIOYEHUS K NepCOoHanbHOMY KOMMbIOTEpPY Yepes uHtepdenc RS232
KoHTponnep nopra.

Ons obGcnyxuBaHMa MNOPTOB MCMONb3yeTcs KOHTpomnnepa nopTa. KoHTponep nopTta pacuuTaH Ha
obcnyxvBaHve [ByXx cuuTbiBaTenen. Mukponpoueccop npeobpasyeT MHOopMaLuuio, NOCTyNatoLyo 13
uHTepderica Wiegand, k Bugy ygobHomy ans obpaboTkum LeHTpanbHbiM npoueccopom. Kpome Toro
KOHTpOMnep nopTa OCYLLECTBSET MOHWUTOPVHI M 3almTy OT MOMexX BCex BXOAoB . Bbixoabl naHenu
Takke o06CNYyXMBaKTCA 3TMM MUKPOKOHTpornepom . [logoGHasi apxuTekTypa mno3BonseT Ierko
agjanTvpoBaTb CUCTEMY K HOBbIM MPOTOKONAaM U uHTepdericam . B HacTosiLee Bpemsi KOHTponnep nopTa
nogaepXxueaeT criegytowime craHgapTtel U npoTtokonel : Wiegand26(HID, Motorola), Wiegand34(HID34).
KnaBunaTypbl COBMELLEHHbIE CO cuMTbIBaTENsamMu B cTaHgapTtax HID n Motorola.

MpeobpasoBatenb nHTepdenca TM -Wiegand.

JononHuTenbHasa nnarta ycTaHaBnMBaeTCs TONbKO B naHensx ¢ uHaekcom WT. BegeHue B mogernbHbIv
psa naHenen c wuHgekcom WT cBA3aHO ¢ OOnblIOW NONyNsSpHOCTbIO B Poccuy  3nekTPOHHbIX
naeHTudukatopos TouchMemory (B HacTosiLee Bpems ToproBast Mapka 3ameHeHa Ha iButton). MNpu Bcex
NOMOXMWTENbHbIX KayecTBax, UHTepdenc TM wnmeeT OOUH Cepbe3Hblil HeAOCTAaTOK — CYUTbIBATESNb
naeHTudgukatopos TouchMemory uMeeT 3NeKTPUYeCKUn KOHTaKT C wuaeHTudukaTtopom. PasHoCTb
NOTEHUMANoB CTaTUYECKMX 3apSA0B, BO3HMKAIOLLMX MPU TPEHUN CUHTETUYECKUX MaTepuanoB opexnpl
yeroBeka, MOryT OOCTUraTb OECHATKOB KMMOBONbT. [1py KOHTakTe maeHTudumkatopa co cyuTbiBaTENEeMm
BeCb 3apsf, HaKOMIEHHbIN YErNOBEKOM, CTEeKaeT B JNIeKTPOHMKY MaHenu orpaHvdeHus goctyna. [Ans
3aLNUTBI OT CTaTUYECKNX 3apsaaoB BXoaHble Lenn nHtepdenca TM naHenn ForSec umeroT cnoxHble Lenu
3alUMTbl U MOMHYI ranbBaHUYECKyl0 pasBA3Ky BXOAHbIX uenen uHTepdenca TM. OnuHa wnenda ot
cunTblBaTeNs A0 NaHenu MoXeT AocTuratb pacctosHus 6onee 100 meTpos.

3.1.2 OcHOBHbIE XapaKTePUCTUKU KOHTPONJIepoB AOCTyNa.

WcnonHeHne | KonnyecTtso Bxogbl | Bbixogbl | NHTepdbenc | MHTepdenc | Kapt Bydep
CuunTbiBaTEnEN pene Wiegand Touch
Memory
FS-2W 2 Prox Card 4 3 Ectb Het 2000 5000
FS-2WT 2 Touch-Memory 4 3 Ectb Ectb 2000 5000
FS-4W 4 Prox Card 12 8 Ectb Het 10500 | 10800
FS-4W-x 4 Prox Card 12 8 Ectb Het 25000 | 10800
FS-4WT 4 Touch-Memory 12 8 Ectb Ectb 10500 | 10800
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FS-4WT-x 4 Touch-Memory 12

8 Ectb Ectb 25000 | 10800

FS-4W-xx 4 Prox Card 12

8 Ectb Het

50000 | 10800

BxogHon chopmat gaHHbIX OT cUMTbIBaTENEN

Wiegand26 (HID, Motorola)
Wiegand34 (HID34),
Wiegand44 (HID44),
Touch-Memory

Konn4yecTtBo BpeMeHHbIX 30H

64 30HbI N0 8 MHTEPBAIOB KaXxXaasi

Konn4yecTtBo npasgHUKoB

256 npasgHukoB Tvn 1, Tmn 2

WHTepenc ana cBa3n ¢ KOMMNbOTEPOM

RS-485: FS-2W, FS-4W, FS-4WT
RS-232: FS-4W-m, FS-4WT-m

Mopaepxka NHTepencHbIXx Mmogynen

FS-R-07 — mogynb paclumnpexnsi Ha 7 pene
FS-1-08 — mogynb paclumpeHus Bxogos Ha 8
FS-S-04 — oxpaHHO-NoxapHbI Moaynb Ha 4 LLIC
FS-S-08 - oxpaHHO-noxapHsl Mogynb Ha 8 LLUC

KonuuectBo moaynen Ha 1 naHenb gocTyna

FS-2W... — 0o 2 wr.
FS-4W... — oo 8 wr.

®YHKUMM OpraHM3oBaHHbIe Ha annapaTHOM
ypOBHE

Antipassback

HocTyn no aBym kaptam

lMpoBepka koga opranm3auumn «facility code»

Pexnm paboTbl BbIXO4OB NaHenu (MMMysbCc, MHBEPCUS,
BKITHOYEHUE, BbIKITHOYEHME).

OnutenbHOCTb MMMynbca

Bpems WyHTMpOBaHWNS 4aTYMKOB

Pexnm «Bxog nog npuHyXgeHnem»

Pexum «Ho4yHOM 0bOxoa»

KoHTakTbl pene ynpasneHuns 3amka LOCK

NO/NC, nepemeHHoe 250B/7A, noctosaHHoe 30B/7A

KoHTakTtbl pene ALARM

NO/NC, nepemeHHoe 250B/7A, noctoaHHoe 30B/7A

HanmeeHme NnepBUYHOIo NUTaHUA

220 (+/-10%) 50 Iy

HanpsikeHne BTopu4HOro 6ecnepebonHoro 12B/2 A
nUTaHns/ MakCMMarnbHbIA TOK

MoTpebnsembii TOok naHenu, 6e3 y4eta | FS-2W - 250 mA
OOMONMHUTENbHBIX NoTpebutenen no uenu | FS-4W - 500 mA
nutaHusa 12B He Bonee

PekomeHOyemasi eMKOCTb akkymyrnsTopa 7AM

Paboyas TemnepaTtypa Ot 0 go +50C

BnaxHocTb

95% 06e3 koHaeHcaTa

Pexxum paboTbl

KpyrnocyTo4HbIn

BHewHne ra6ap|/|Tb| MeTanmM4eckoro Koxyxa

FS-2W 270x310x120 mm
FS-4W 400x310x120 mm
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3.1.3 Kontponnep goctyna FS-2-W, FS-2WT.

+Iv KoHTakTbl pene LOCK
SHIELD ynpaerneHne UCMONHUTENbHBIMU
ycTpoicTBamu

DIP Bbikntovatens “TepmuHatop” _
MOAKIIOHEHNE HATPy3OMHOTO oNleMenTa |y
cetn uHTepdeiica RS-485 —

5| 606 6666 6660

TERRINATOR

DIP BbIkntovaTens Pa3bem BHyTpeHHero nHTepdeiica ForSec
yCcTaHOBKa agpeca naHenm NOAKITIOYEHNE MHTEPENCHBIX MOaYrIei
Pa3gbeMbl noakoueHust ycTaHoBka ckopoctu RS-485 FS-S-04, FS-S-08, FS-R-07, FS-1-08
BHELLUHWX NHAWLVPYIOLLMX 31IEMEHTOB
BbIHECEHHBIX Ha KOpMyC naHenu
< g @
ED Ja cooo Dﬂmﬁ%/ / oﬁ&)@[F@@EJOEF Ipynnbl koHTakToB PORT
H = [5) LED NoAKIIoYEHNe cunTbIBaTEnei
83 ;
5T (5@ 4200k noAKrIoveHe X008
=1P b | b arFieve | RTE
555655966 TEEETEETTE @ DATAI
na baoneccaasasseonsane F DATAD
3k @ GND
MuTaHWe nnatbl naHenm PEATIS 052520 RG] N @ iy
IS
or BC‘L{;&:::::I’?;I_CZT\;)VHHMKE g8gec0eege6600660000 g g g SHIELD
E— INERRA ®
o e =]
Tl A} boccacoacecosscn B =
fizv] O e | RTE |
S s TC551001L—10P g DATAI
aND o @ DATAD
GND
o

— Y-I°X-) CEICTCI-T-X ) ©
H
@eEe EoeeEEse I KoHTakTbl pene ALARM
A ® o |8 NO ynpasneHne UCTIONHUTENbHLIMM
® o (e ycTponcTBamu
$G ® =
@ coM
/ ©) PORUA @ NG /
@ [ ™- Boixon 12B 1.5A
KoHTakTbl nHTepdeiica RS-485 = NE nUTaHve usseLLatenen
MOAKIMOYEHNE NUHM CBSI3N OUCHIMEMORYS = CoM nuTaHve NHTepdencHbIX Moaynen
¢ FS-CT, FS-Eth [T T NO He NoaKMioYaTh 3aMKK
v gp. naHensmu ForSec v
@ POET

CeeToanoab!
vHAVKauus paboTsl pene

LOCK, ALARM

KOHTaKTbI MoaKmntoveHmst

KOHTaKTOpa KIlo4en
Touch Memory CeeTtoavoasl PORT
MHAVKaLMS hyHKLMOHMPOBaHUsA
nanenu FS-2W...

Puc. PacnonoxeHvne KOMMYTauUMOHHBIX U MHAMLMPYIOLMX 3IeMEHTOB Ha nnaTe KoHTpornnepa FS-2WT.
KomMmyTauMOHHbIe pa3beMbl U UHAULMPYIOLWMNE 3TIEMEHTbI.

B npaBon 4acty naHenu pacnonoxeHol 2 6noka noptoB cuutbiBateren PORT. Hwxke 2 rpynnbl
koHTakTtoB LOCK Ans noaknioveHUs MCNOSTHUTENbHBIX YCTPONCTB (3aMOK) 1 TPeBOXHBLIN Bbixod ALARM.
KoHduryprpoBaHve BbixogoB obecnedvBaeTcsi nporpammHbiM  obecneveHvem. PabotocnocobHOCTb
naHenn MOXHO OLEHUTb C MOMOLLBbI CBETOAMOAHLIX MHAMKATOPOB nnathbl. Ecnn npoueccopbl NopToB
paboTalT HopMarnbHO, ceeToamoasbl PORT1, PORT2 muratot. [na yoobcTea akcnnyatauum Bce BbIXobl
pene MMeKT CBETOOUOAHYK MHAWKaumio. Kpome nepeyncrieHHbIX Bbile, HA MeTanfMyeckoM Kopryce
naHenu pacnonoxeHbl 3 ceetogmoa (220 , 12 , Mode). Pegkoe muraHne MODE - naHenb B pexume
aBTOHOMa, Yactoe muraHne MODE naHenb B pexume onpoca KOMMbITEPOM, NOCTosiHHO roput MODE-
pas3ps4 akkyMmynatopa (uctolleHme pabodero pecypca akkymynaTopa).

Ha nnate pacnonoxeHbl cneayowme DIP nepeknioyatenu:

Agpec naHenu (4BOUYHbIN KOA),

CkopocTb uHtepgenca RS485,

TepmuHaTop nHTEpdenca RS485, nsonHon.

lMpaBuna ycTaHOBKM Nepekrntoyatenen onucaHsl Aanee. lNpasuna co3gaHusa cetn uHTepdenica RS485 B
WHCTPYKLUUKU NO YCTAHOBKU CETEBOr0 KOHTpoOmnepa.

Moaudukaumsa naHenu FS-2WT

[nsa ncnonb3oBaHUsA B CUCTEME KITHOYEN KOHTakTopoB Touch Memory Ha nnarte KoHTporepa C UHAEKCOM
WT ycTtaHaBnuBaeTtca nHTepdericHas nnata Touch-Wiegand (npegcrtaeneHa Bbiwwe).

KoHTakTopsbl kntoven TM nogkntodarotes K knenmam «TM - », « TM + ». MIHbopMaumsi 0 COCTOsIHUM nnaTbl
oTobpaxaeTtcs ceetoanogamu Status. Ecnv mykponpoueccopbl Mmogyns paboTaroT, CBETOAMOAbI MUTaloT.
Mpu kacaHue mageHTudmkatopa (Touch Memory) uMTaeTca Koh, KOTOPLIN TPaHCNMPYeTCs B CTaHAapT
Wiegand 26 v nepegatotcs KOHTponepy.
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3.1.4 Kontponnep goctyna FS-4W, FS-4WT.

DIP BbikniouaTens “TepmuHaTop” Pasbem BHyTpeHHero nHtepdeiica ForSec
NOAKITIO4YEHNE Harpy304HOrO AriemMeHTa MOAKIIO4EHNE MHTEP(ECHDIX Moayriei
cetn uHTepceiica RS-485 FS-S-04, FS-S-08, FS-R-07, FS-1-08
KoHTakTbl uHTEperica RS-485 - Ipynnel koHTakToB PORT
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Bbixoq 12B 1.5A KoHTakTbl pene ALARM KoHTakTbl pene LOCK
nuTaHve ussellarenen . YNpaBrneHne UCTONHUTENbHLIMM ynpaBreHne UCTOMHUTENbHBIMM
nuTaHue NHTepMencHbIX Moaynen ycTpoicTBaMu ycTpoiicTBamu

He nogkntovarb 3aMKu

Pwuc MNevaTtHas nnata FS-4W

KoMmMyTaLMOHHbIe pa3beMbl U UHOULUPYOLLUE 3FIEMEHTDI.

B npaBoii yacTu naHenu pacnosnoXeHbl TepMuHarnbHble 6roku 4 noptoB cumTbiBaTenen PORT. B HxHen
YacTu naHenu pacnonoxeHbl 4 rpynnbl koHTakToB LOCK ang nogknioYyeHnst MCMOSNTHUTENbHbLIX YCTPOMCTB
4 rpynnbl  koHTakTtoB ALARM. KoHdurypupoBaHne BbixogoB obecneymBaeTca MporpammMHbIM
obecneyeHnem. PaboTocnocoBbHOCTb NaHenn MOXHO OLEHUTb C MOMOLLbIO CBETOAMOAHBIX UHOANKATOPOB.
B neBon BepxHenW YacTM naHenu pacnonoXeHbl WHAMKATOPbLI HanpsxeHus +5V, +12V. Hwuxe
yCTaHOBMNeHbl avarHoctuyeckme ceetoamoabl noptos PORT1,2 , PORT3,4. Ecnn npoueccopbl NopToB
paboTaloT HopMarbHO, CBETOANOAbI MUratoT.

Ons ypnobGcTBa oakcnnyaTtauuym Bce BbIXOAbl perne  MMeT CBeTOAMOAHYI uHAavkaumi. Kpome
nepeyncrnieHHbIX Bbille Ha Kopryce naHenu pacnonoxeHsl 3 ceetoguona (220 , 1 2 , Mode). Pegkoe
muraine MODE - naHenb B pexume aBToHoma, 4Yactoe muraHme MODE naHenb B pexume onpoca
KOMMbOTEPOM, MNocTosiHHO ropuT MODE-pa3psg akkymynsitopa (MctoweHume pabodvero pecypca
akkymynsropa).

Ha nnate pacnonoxeHbl cneaytowme DIP nepeknioyatenu:

Agpec naHenu (4BOUYHbIN KOA),

CkopocTtb uHTepderica RS485,

TepmuHaTOp MHTEpderica RS485, oonHow.

Moaundukauma naHenun FS-4WT

[na ncnonb3oBaHuA B cnucteme knoyen koHtaktopoB Touch Memory Ha nnaTte KOHTporiepa ¢ MHOEKCOM
WT ycraHaBnmBaeTcs nHTepdeincHas nnaTta Touch-Wiegand CoeavHeHvne nnatbl npeobpasoBaTtens ¢
naHenblo NponssoanTbes Yepes winHy Wiegand Bus.
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Puc nnata WT naHenu FS-4WT.

KoHTakTopsbl kntoven TM nogkntodarotes K knenmam «TM - », « TM + ». MIHcbopmaumsi 0 COCTOsIHUKM nnaTbl
oTobpaxkaeTcsa ceetoanodamu Status. Ecnmn mukponpoueccopel Moaynsa paboTtaroT, CBETOAMOLbI MUTatoT.
Mpu kacaHve uaeHTudbmnkatopa (Touch Memory) uMTaeTca koA, KOTOPbIM TpaHCNMpyeTcs B CTaHAapT
Wiegand 26 1 nepefatotca KOHTponepy.

3.1.5 YcraHoBka DIP nepeknioyarenen KOHTponepa.

Onsa dyHKUMOHMpoBaHUSA cuctembl ForSec kaxaomy KOHTponnepy goctyna (nmaHenu) npucBavBaeTcs
cBon cmsanyecknm apgpec. B ceTm KOHTponnepoB fAocTyna He MoOxeT OblTb OBYX C OAWHAKOBbIM
agpecom. MopsagoKk MOAKIYEHUST KOHTPOSNEPOB AOCTyNa K PU3NYECKOW JNMHUM HUKAK HE CBS3aH C
afpecom B cucTeme.

Appec yctponctea | Ckopoctb RS-485
DIP 1-7 DIP 8-10

T

12345678910

Puc. lMNepekntovatens agpeca KOHTponnepa u ckopoctn cetn RS485.

duanuecknii agpec koHTponnepa B cucteme ForSec 3apaetcss B ABOMYHOM KOOe B COOTBECTBUM C
Tabnuuen.

Tabnuua nepeknioyaTens agpeca naHenw.

1 2 3 4 5 6 7 Agpec
ON ON ON ON ON ON ON Heponyctnmo
OFF ON ON ON ON ON ON 1
ON OFF ON ON ON ON ON 2
OFF OFF ON ON ON ON ON 3
ON ON OFF ON ON ON ON 4
OFF ON OFF ON ON ON ON 5
ON OFF OFF ON ON ON ON 6
OFF OFF OFF OFF ON ON ON 7
ON ON ON OFF ON ON ON 8
OFF ON ON OFF ON ON ON 9
ON OFF ON OFF ON ON ON 10
OFF OFF ON OFF ON ON ON 11
ON ON OFF OFF ON ON ON 12
OFF ON OFF OFF ON ON ON 13
ON OFF OFF OFF ON ON ON 14
OFF OFF OFF OFF ON ON ON 15
ON OFF OFF OFF OFF OFF OFF 126
OFF OFF OFF OFF OFF OFF OFF 127

Ckopoctb uHTepdpennica RS-485 3aBuCUT OT [OfMHbI NIMHUKM UWHTepdenca M MNoMex B JIMHUMW.
PekomeHngyemas ckopoctb 115200 60g m MeHbwe. CKOpOCTb MHTepdenca Ha BCex YCTPOMCTBaX
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CUCTEMbl [OMKHA OblTb OAMHAKOBOW. T.e. CKOPOCTb Ha KOHTPOSSiEpe COOTBETCTBYET CKOPOCTU
YCTaHOBIIEHHOW Ha CETEBOM KOHTPOSSEPE, penuTepe 1 OpYrMx NaHenen.
Tabnuvua nepeknoyaTens cKopocTn nHrepdenica RS485.

Ckopoctb | 8 9 10
172800 ON ON ON
115200 ON ON OFF
57600 ON OFF ON
38400 ON OFF OFF
19200 OFF ON ON

9600 OFF ON OFF
4800 OFF OFF ON
2400 OFF OFF OFF

DIP nepekntoyatenb «TepMUHaATOP» CIYXWUT O MNOAKIMIOYEHNS HArpy304YHbIX NIEMEHTOB IMHWUN CBS3U
no uHTepdency RS-485. Vmeetr pBa nonoxeHus «ON» Harpyska nopgkntodeHa, «OFF» Harpyska
uHTepcpernica otkniodeHa. CermeHT cetn mHTepdenca RS-485 npepcrtaBnset cobon MoHokaHan 6es
OTBETBMNEHUN. Ha OKOHEeYHbIX YCTPOWCTBaX IWHWM WHTepdenca Harpyska nogknodeHa: DIP-
nepekntoyartens « TepmuHaTop» B nonoxeHun «ON».
3.1.6 NMoakntoyeHue K ceTn uHtepcenca RS485.
CeTb uHTepderica RS-485 npoknagpiBaetcst kabenem Tuna 3KpaHWpoBaHHas BuTas napa. KoHTakTbl
«A», «B», «SG» ogHOM NaHenun NogkmnioyalTCs K COOTBETCTBYIOLLUMM KOHTakTaM ApYron naHenu wu T.4.
CermeHT ceTn uHTepderica RS-485 npegcraensiet cobor MoHokaHan 6e3 oTBeTBNEHUN. Ha OKOHEYHbIX
YCTPOWCTBaXxX NMHUKN nHTepdpenca Harpyaka nogkntodeHa (« TepmmHaTop» B nonoxeHnn « ONy).
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3.1.7 MopaknioyeHne cYMTLIBaTENs U 4aTYUKOB K KOHTpoOsepam cUCTeMbI.
CuunTblBaTENM NOAKMIONAOTCSA Yepes rpynnbl koHTakTtoB PORT KOHTposepoB gocTtyna.

ALRM BEEP Kentbin
DOOR RED LED KopuuHeBbI
RTE GREEN LED | OpaHxeBbinn
teo XA 0 DATA1 Benblit
—~ ~ l_ h
DATA _‘_IL —_—— — — — — l\ DATAO | 3enenbiii
DATAO [XH || /"~~~ ————" l— +12B KpacHbiit
GND OkpaH kabens BuTasi napa GND UepHbiii
+12B — HOLD CuHuiA
SHELD CoepmHnTenbHbIE
npoeoja
prnna KOHTaKTOB cyuTbIBaTend
PORT
Puc. Cxema nogkntodeHnsa cynteiBaTens.
HasHadeHune koHTakToB rpynnsl PORT.
ALRM BXOZA MOAKMIOYEHNA OXPaHHOro AaTtymka
DOOR BXOZ[ MOAKMIOYEHNSA AaT4YMKa COCTOSHUSA ABepun
RTE BXOA NOAKMIOYEHMS KHOMKN Bbixoda (HOpMarbHO Pa3oMKHYTOE NOMoXeHue)
LED Pasbem nogknioyeHns nHavkaTopa cymTbiBaTens
DATA1 BXOJ AaHHble 1
DATAZ2 BXO/ AaHHble 2
GND Pazbem obLwmin NpoBOA NUTAHUS CYUTLIBATENS 1 BXOA0B NopTa
12V Pa3bem nutanus cuntbiBaTend 12B
SHELD Pa3zbeM noaknoyeHnst akpaHa kabens

CuuTblBaTENM KapT UMEKT COOGCTBEHHYHD CXxeMy ynpaBneHus. lNpu nojadve HanpsikeHUs MUTaHUS Ha
cuMTbiBaTeNb aKTMBEH 3eneHbli cBeTtoauod. CuuTbiBaHME Kkoda KapTbl WHAMLMPYETCS KOPOTKOM
aKTMBHOCTbIO KPacHOro CBeTOAModa W 3BYKOBOTO CWrHamna. YnpaBrneHue BHELHVWMU CurHanamm He
BrnoknpyeT COBCTBEHHYIO CXEMY YrpaBreHns.
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HasHayeHne coeanHNTENBbHbIX NpoBOAOB CHUTbIBATENA!

Kentbin 3BYyKOBOW curHasn 3amMblkaHne Ha obwuin NpoBoA4 MNPVMBOAMT K aKTMBHOCTU
3BYKOBOrO curHana (3ymepa)

KopuyHeBbin ~ KpacHbi cBeTOoaAnos, 3amblkaHMe Ha oOWwMi NpoBOA4 MPUBOAUT K aKTMBHOCTU
KpacHOro ceetoamoaa

OpaHxeBbli  3erneHbln cBeToano 3amMblkaHne Ha obwuin npoBod MNPUMBOAUT K aKTUBHOCTU
3eneHoro ceetoamoaa

Benbin DATA 1 Bbixoa aaHHbIe 1

3eneHbin DATAO Bbixoa aaHHble O

KpacHblii +12B lMuTaHue nogaeTcsa NOCTOSIHHO

YepHbliit O6wwmi npoBog nuTaHuMa He cBsI3aH C 3KpaHOM kabensi, He CBsA3aH C 3KPaHOM

(oTpuuaTenbHbIV NPOBOA)  CYUTLIBATENS
CvHun BnokupoBka cuntbiBaHua  3amblkaHne Ha OOLUI MPOBOA NPUBOOUT K paspbiBY NMHUN

nepegaYv AaHHbIX, CYMTbIBATENb OCTAETCA aKTMBHbIM MO

OTHOLLEHMIO K CBOEW CXEME YNpaBrneHns
Takmum 06pa3oM, Anst NOAKMYEHUA UMEHHO CYMTbIBaTENst 4OCTAaTOMHO 5 NPOBOOOB MMHUN CBA3U N 9KPaH
kabens. PekomeHayeTcsa npu MOHTaxe cuctembl npotarnsaTth BeiBog HOLD (brnokupoBska cunTbiBaTens).
[aHHbI BbIBOO MOXET ObiTb YCMELHO WCMOoMb30BaH Ans peanusaumm pasHbix anroputmoB CKY[.
(LUnto3s, BnokupoBka 30HbI ocTyna 1 T.4.).
Mpu ykasaHHOW cxeme anropuTM paboTbl CYMTbIBATENS CREAYOLWNA: B AEXKYPHBIM pexnme MHOMKaUMA
cuUnTbIBaTENS 3erneHasi, Npy paspeLleHnun Ha NPOXOL MHOUKAUUSA KpacHas U ONVHHbIA 3BYKOBOW CUrHan,
npv NpaBWITbHOM CYMTbIBaAHWMM Ko4a KapTbl, HO 3anpeTe 4OCTyna KOPOTKMIM 3BYKOBOW curHan (kapTta He
nponucaHa B annapaTtypy, nnbo goctyn 3anpelyeH). [NporpammHbiM obecnevyeHnemM 3adaeTcs pexuMm
ynpaeneHus BbIXOAOM koHTposnniepa LED (BpeMsa nmnynbca, KoHdurypauus).
CoOOTBETCTBEHHO MOXHO OTKa3aTbCH, HanpuMmep, OT 3BYKOBOIrO CUrHamna He MCMonb3ysl XenTbli NpoBOA
cynTbiBaTens.
Mpu ncnonb3oBaHMM Kabens Tvna dKpaHMpPOBaHHAsA BUTas nNapa BO3MOXHas ganbHOCTb Ao 150 m oT
KOHTpoOnsepa Ao cumTbiBaTens. PekomeHayeTca ncnonb3oBaTb kabensa Tuna FTPS.
Ba)xHoe 3ameyvaHue: KoHmporsinepbl docmyna (naHesu) KOHCMPYKMUBHO 8bIMOSTHEHbI Mak, 4Ymo rnama
2a/lbBaHUYECKU pasgesisaHa om Kopriyca npubopa (Memannudyeckoeo wkaga). Omo nosgosnsem
aghhekmusHO 3KpaHUpPo8amb KOHMpoOIep docmyna om 6HEWHEe20 3/1eKIMPOMagHUMHO20 U3/1yHEeHUs].
Koxmakm SHELD cesisaH UMEeHHO C 3KpaHOM KOHMpoJsiiepa U 2ab8aHUYeCcKU pasesizaH ¢ KOHmakmamu
GND (obwutli numaHus). SkpaH kabens nodkmroyaemcsi K koHmakmy SHELD. Hedorycmumo akpaH
kaberns ucrnonb3oeampe 01 MOOKMOYeHUs1 obuje2o npogoda numaHus. CoO CMOPOHbI c4Yumbigamerisi
3KpaH kaberssi ocmaemcsi He NOOKMIOYEeHHbIM, eCrlu KOHCMPYKUUS cHUmbieamerns He npedycmMampusaem
rMoOKMYeHUe 3KpaHa.
YcraHoBKka cuuTtbiBaTtenen. [lpu paspaboTke CTPYyKTYpHOW Cxeme crnegyeT yuuTbiBaTb MpaBuna
YCTaHOBKM CYMTbIBaATENEN NPOKCUMUTU KapT. YTOYHSETCSA MO TEXHUYECKOMY ONUCAHUIO CYUTLIBATENEN, HO
CTaHOapTHbIM SIBMSETCHA YCTaHOBKa cuuTbiBaTenen He 6nwke 50 cm. gpyr oT Apyra, T.K. cyuTbiBaTENMU
ABMSIOTCSA M3NyyaTensmMmn anekTpomarHuTHoro nonsi. CtaHaapTHbIM SIBMSIETCA YCTaHOBKa CYMThIBATENEn
Ha pasHblX CTOPOHaxX ABEPHOro NpoemMa Ha BbICOTe yooOHON Ans NpUMEHEHUs!, 0BbIYHO HEMHOTMO BbiLLE
YCTaHOBKM PYYKuN OBEPW.
Mpy HEBO3MOXHOCTU yAaneHns cuMTbiBaTenemn, B CTPOUMTENbHOM KOHCTPYKLMK 3aknaasisaetcs OKPAH, ¢
06sA3aTeNnbHbIM  3a3eMSIEHMEM, AN UCKIIOYEHUS B3aUMHONO BRMSHWUS cuuTbiBaTenen. [lpu 3Ttom
[anbHOCTb CUMTBLIBAHWUST KapT CHWMXaeTcsl, TO )Ke pacrnpoCTpaHseTCcsa Npu YCTaHOBKE CuUMTbIBaTeEnen Ha

MeTanmyeckme rnoBepxHOCTHn.
MeTtannuyeckuii nucT

CuwntbiBaTENM

3asemnexune

KoHTakTopsbl kntodert Touch Memory (iButton) BO3MOXHbI pa3nnyHbIX TUMOB MO BaHAANbHOCTW, METOA4aM
YCTaHOBKM, Hanmuuusa vHAaukauuu. [MaBHas 3agjada KOHTakTopa - MpocTo obecneyuvTb 3MeKTpUYecKun
KOHTaKT C Kr4oM. 34ecb HeT TpebOoBaHUM MO YCTAHOBKE KOHTAKTOPOB. B 4acTHOCTM MOHATHO, 4TO
napannensHO MOXeT ObITb BKITFOYEHO HECKONbKO KOHTakTopoB Touch Memory (iButton).
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LleHTpanbHbIii NPOBOAHUK

DS1990

TM+
TM™-

BHeLHWIT NpoBOAHUK

KoHTakTop

Puc. MogkntoyeHune koHTakTopoB Touch Memory (iButton) k nanenam ForSec.

Takke no aTomMy CTaH4apTy BO3MOXKHO MOAKIIOYEHME CUMTbIBATENEN (K NPUMEpY yKe YCTaHOBIEHHbIX Ha
obbekte) ¢ amynsaumen dopmata Touch Memory (iButton). lNpu wncnonb3oBaHun kabens Tuna
3KpaHMpoBaHHas BMUTas napa BO3MOXHa AanbHocTb 40 100 M OT KOHTponnepa 40 cuuTbiBaTeNS.
NMoaknioyeHne AaTYMKOB.

KoHTponnep goctyna ForSec otcnexwusaeT coctosiHue koHTaktoB ALRM, DOOR, RTE. CoctosiHue
KOHTaKTOB OLeHMBaeTcsa oTHocuTenbHO knemmbl GND rpynnbl koHTaktoB PORT.

Kaxgbin cuntbiBaTENbL MOXET paboTaTh ¢ NobbiM BXoAoM, kpome RTE.

KHonka Bbixoga (RTE) umeeT xecTkyto CBA3b C COOTBETCTBYIOLUUM CYATLIBATENEM U HE MOXET ObiTb
3awyHTuposaHa. KHonka RTE Bcerga HopmanbHO pasoMkHyTad. [JelncTBMe KHOMKM BbIXoda aHanornvyHo
OEVNCTBUIO COOTBETCTBYIOLLIENO CHMTBIBATENSA: BKIIOYAETCH BbIXOA M LYHTUPYIOTCS BXOAbI.

CuunTbIBaTENb MOXET LWYHTMPOBATL MO0 M3 8 OCTaBLUMXCHA BXOAOB

Bxogbl (kpome RTE) naHenu 3awuiieHbl OT Cry4alHbIX NMOMEX U UMEKT BPEMS MHTENPUPOBAHUS OKOMO
300 mc. C nomollbld NpOrpamMmMHOro obecneyeHnss OHM MOryT ObiTb OnpefeNieHbl Kak HOpMarbHO
3aMKHYTbIE UMW HOPMarbHO Pa3OMKHYyTble. Bxoa moxeT ObiTb nogkntodeH kK nobomy Bbixogy. Bxogbl
MOTyT LWYHTUPOBATLCA Ha onpegeneHHoe Bpems. Bpems wyHTuposaHus 3agaetca 0.

Bxogbl MoryT ObITb yAdaneHbl OT MaHENU Ha 3HaJYnUTerbHble pPacCTOoaAHMS — COTHWM MeTpoB. [lpu
3HaYUTENbHOM YAaneHnM pekoMeHayeTCs UCMONb30BaTh AKPAHMPOBAHHYIO BUTYIO Napy.

ALARM
DOOR

RTE

LED
DATA1 Ca CD
DATAO

GND

KHonka epkoH KoHTakTbl

+12B 3anpoca MOSIOXEHNS OXpaHHOro

SHELD Ha BbIX04 nBsepu n3BeLlarens

Puc. MNoagkntoyeHne JaT4MKOB K NaHeNaAM (KOHTponnepam gocTtyna) cuctemMsl ForSec.

3.1.8 TunoBbIe CTPYKTYPHbIE CXeMbl NOAKNIOYEHUA UCNOJTHUTENbHbLIX YCTPOUCTB.

Kaxgbin KOHTponnep gocTyna MMeeT LOCTAaTOYHOE KONMMYECTBO pene ynpaBreHUs WUCMONTHUTENbHBIMU
ycTporctBamun. Kaxpgoe pene nmeeT nonHyto rpynny koHTaktoB NO/NC ¢ TOKOBOW Harpy3sKow:
MocTosiHHOe HanpsikeHne — 30B 7A;

lMepemeHHoe HanpsbkeHne — 250B 7A.

Pexum PYHKLUNOHNPOBAHUSA 3agaeTcs Mno. Jloboe pene naHenm MOXET  OblTb:
BbIkITtoueHo/BkntoveHo/umnynec (ot 0,5 cek.)/mHBepcus. Jlioboe pene MoXeT ObiTb CBA3AHHO C JtobbIM
cumTbIBaTenem, ¢ nobbiM BXOOOM. Pexum «BKMOYEHO» COOTBETCTBYET NOLAYM HaMpsDKEHUs Ha pene.
Kaxgoe pene mmeeT cBetoamon QyHKLMOHUPOBAHUSA. PeXuMM «MMMynbC» COOTBETCTBYET BKIOYEHMIO
perne Ha BpeMsi ANUTENbHOCTM UMMyfbCea.

lMepeuyncneHHble napamMeTpaMy MO3BOMSAOT MOAKMYATh MNPaKTUYECKM foOble  UCMONHUTENbHbIE
YCTPOWMCTBA K KOHTporepam Aoctyna cuctemsl ForSec.

B kayecTBe WCMOMHUTENbHBIX YCTPOWCTB OrPaHUYEeHUs LOCTyna B HACTOSLLEE BPEMSI UCMOMb3yHTCH
3MNEKTPOMEXaHUYECKNE 3aMKW, SMEKTPOMEXaHNYECKME 3aLlerikv, SMEKTPOMArHUTHbIE 3aMKUW, TYPHUKETbI
pa3nuYHbIX KOHCTPYKLWWA, LLIMO30BbIe KaOWHbI.

OnekTpomexaHndeckue 3allenkm U 3aMKn B HOPMasibHOM 3anepToM MOMOXEHUU OBEPU He noTpebnsioT
ANEKTPUYECKN ToK n obecneumBaloT ONOKMPOBKY OBEpPM 3a CHET MEXaHWYEeCKMX YacTen 3anvparoLLero
ycTponcTea. MoTpebneHne Toka BO3HMKAET C Criyvyae OTKpbITUSA 3amKa. T.e. KOMaHAoOW Ans 3Toro Buaa
NCMOSTHUTENbHBIX YCTPOWCTB SIBNSIETCA NOAaYa HanpsbKeHUs.

OnekTpomarHuTHble 3amKku obecrnedvBaloT 3anupaHue OBepU 3a CYET MarHUTHOro adoekta mexay
3MEeKTPOMarHMTOM 3amMka M OTBETHOM 4acTbio. COOTBECTBEHHO K OTKPbLITUIO ABEPU MPUBOAUT CHATUE
HanpshkeHne ¢ OOMOTKM aneKkTpomarHuTa. B nnaHe HageXHOCTM 3NeKTpoMarHUTHbIE 3aMKUM HE MMeetoT
MEXaHNYECKM WM3HALLUMBAILMXCA YacTenl 3anopHoro mexanumsma. [py mncnonb3oBaHMM Ha obbekTe
[aHHOro TMna 3aMKOB CrefyeT NpoAyMbIBaTh TUM 3NETPOMArHMTHOIO 3aMka C NnaTon ynpaenexHus n 6es.
OT TMna 3amka 3aBUCUT YTO DyAET ABNATLCA CUTHANOM Ha OTKPbITUE 3aMKa N0 CHATUE HaMpsKEHUS C
3amka, Mbo NMMYIbC HaMPSKEHMS Ha NNaTy ynpaBneHus 3amka.
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TypHUKETbI B GONbLUMHCTBE CrydaeB BroKUpYHOTCS anekTpomexaHnyeckum 3anopomM. OTKpbITUE 3anopa
NPOUCXOANT MPU Nofave HanpsPKEHUSI Ha UCTIONHUTENBHOE YTPOWCTBO, XOTSI GONBLUMHCTBO TYPHUKETOB
MMEKT COBCTBEHHbIE MnaTbl YNPaBlEHUS U CUrHarom Ha pasdnokmpoBky Ha BXO[/BbIXO[L moryt
ABMATCA NtOOble cMrHanbl (Cyxoe 3aMblkaHue, UMMNYIbC HANPSPKEHUS) HA ABa pasHbIX BXoAa.

BaxxkHoe 3ameyaHue: pu paspabomke cxembl cucmeMsl criedyem 4emko 8bInonHIms mpebosaHue o
2allb8aHUYeCcKoU pasesizke KOHMpPOoIsiepo8 docmyrna u ucrosiHUmesibHbIx yempotcme. He ucrnonsb3ytime
0r1s numaHusi 3amkoe 8bixod 12B narenu. Tpebyemcsi 0ononHUMesnbHbIU UCMOYHUK MUMaHuUs.

He coedunsiime obwue npoeoda numaHusi KOHMPOJIIEPO8 U UCIMOMHUMESbHbIX ycmpolicms, 80
usbexxaHue nonadaHusi Ha rnaamy naHesau aeKmpoMagHUMHbIX Ha80A0K U UMY IbCO8 MMOMEX.

lpu HerocpedcmeeHHOM yripasrieHuu UHOYKMUBHbIX Hazgpy30K (0O6MOMKU 3r1eKmpoMexaHU4eCcKux
3aMKOo8, 3/1eKmpoMazHUMHbIX 3aMKkog 6e3 rnam yrnpaeseHusi) Heobxodumo wyHmuposaHue obMOmoK
3awumHbiMu duoldamu. B npomusHom criydae u3-3a UHOYKMUGBHbLIX MOKO8, UMEKUWUX 00CmamoYyHO
8bICOKOE 3HayeHue, B03MOXHO obzopaHue unu cralika KOHMakmos pesie KoHmposnepa docmyna
(maHenu).

lMpu pabome c ucnonHUMeENbHLIMU ycmpolcmeamu numaeMbIMU Om repeMeHo20 moka, Ouod
3aMeHsiemcsi Ha 8apucmop.

CTPYKTypHas cxeMa NnoAKYeHUs 31IeKTPOMEXaHMYEeCKUX 3aMKOB, 3aLLieroK.

’7NO

ﬁ COM ZX % KaryLwuka 3amka

NC

Kneiimbl naHenu 3awunTHbIN avoa

AocTyna

McTouHuk nutanus
3amMka

Puc. YnpaBneHue anekTpoMexaHU4ecknMmn 3amkami, 3aLlerikamu.

OTKpbITME NoAayven HanpsXXeHus.

Pene B pexxvme nmnynsc (goctatoyHo 0,5 cek.). [Inga B3BegeHnst 3amka B pabodee coctosiHe TpebyeTcs
oTpaboTka umkna geepu OTKPbITbL/3AKPbLITb.

CTpyKTypHas cxeMma NoAKMKYeHUSA 3NeKTPOMarHMTHbIX 3aMKOB.

NC
\C COM ZX % KaTywka 3amka

L no

Kneimbl naHenu BawnTHbIA Anoa

Aoctyna

VICTOYHWK NUTaHuA
3amMka

Puc. YnpaBneHue anekTpoMexaHn4eckummy satlernikamm, 3NeKTpoMarHUTHEIMU 3aMKaMu.

OTKpbITUE NO CHATUIO HAMPSHKEHWS.

Pene B pexvme nmnynbc (4OCTAaTOMHO OT 3cek. v Bbilwe). [1na B3BegeHNsa 3aMka B paboyee cocTosiHme
TpebyeTtca oTpaboTka umkna asepu.

CTpyKTypHasi cxema NoAKMoYeHUs 3NeKTPOMarHMTHbIX 3aMKOB C NlaTon ynpaBrieHus.

— NO MMnynsc
NC GND
Knevimbl naHenu Mnata ynapaenexus
pocTyna 3MEeKTPOMarHUTHbLIM

3aMKOM
MCTOYHUK nuTaHus

3amMka

Puc. YnpasneHvne anekTpoMarHMTHbIM 3aMKOM C MfaTon yrnpaBneHus.

OTKpbITWE NO yNpaBnsoLLeMy UMIYnbCy Hanps>KeHUs.

Pene B pexvume nmnynbc (goctatoyHo 0,5 cek.). Bpemsa oTKpbITMA ABepu yCcTaHaBnNmMBaeTCs Ha nnarte
ynpaBneHus 3amka.

Pa6oTta cuctemsbl ForSec ¢ TypHukeTamu.

OcobeHHOCTbIO paboTbl C TYPHUKETOM SABNSETCH HeOOXOAMMOCTb YNpaBneHus OBYMSI HanpasreHUsMU
npoxoga n HeobGXoAMMOCTb B psge CriydaeB MorydaTb CUrHam O NPOBOPOTE TYPHUKETA, T.0. TYPHUKET
MOXeT OblTb pacLeHeH Kak ABa WMCNOMHUTENbHbIX YCTPONCTBA. 3aMeTuM, YTo B BOMbLUMHCTBE CriyyYaes
[O0CTaTO4MHO OAHOr0 CWUrHana MpoBOpOTa LUTAHr, BHE 3aBMCMMOCTW OT HanpasneHus npoxogda. CurHan
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npoBopoTa hopMUpyeTCs He BCEMU MOAENSIMU TYPHVKETOB M NMPU HEOGXOAMMOCTU MOXET ObITb MOMyYeH
OT OXPaHHOro M3BeLLaTeNs, 30HOW 0BHapPYXeHWs1 NepPEKPLIBAIOLLETO 30HY NPOXoAa.

KoHkpeTHass cxema 3aBMCUT OT MoAenu TypHukeTa. [MpuBedeHa CTPYKTypHasi cxema ynpaBrieHus
TYPHUKETOM MO TPEM CuUrHamnam (3amblkaHWeM BXOAHbIX Lenei nnatbl yrpaBneHns TypHUKeTa Ha 3eMIlto)
W HanMYneM CyXmnx KOHTAKTOB NPOBOPOTa TYpHMKETA.

Bxoa patunka I
rnonoXeHusi Asepu DOOR Right Pas Right
naHenm GND
Bxop patumka DOOR Left
MONoXeHWsi ABepu Pas Left
naHenm GND

NO Right

KoHTa ]
HTaKTbl perne CoM
npoxoz Brpaso i
NC

KoHTakTb! ] No il
OHTaKTbI pene COM
npoxoz BreBo i

NC

KoHTakTbl pene [ NO Stop ‘
6riokvpoBka CcOoM
TypHUKETa 1
NC — GND |

Puc. Cxema nogknioveHnst TypHuUKeTa K naHenu cuctemol ForSec.

[aHHaa cxema nosBonsieT npou3BoAuTb ©e3yCroBHYO OOKMPOBKY TypHMKETa, MCnonb3ys nwboe
cBobogHoe perne. T.e. B oTnn4mMe OT ABYX UCMOMHUTENbBHbLIX YCTPOWUCTB, TYPHUKET MOXET 3aHnMaTb Tpu
pene.

Pene B mmnynbCHOM pexume Ha Bpems OT 3 CeK M Bbllle (BpemMs LOCTaToOYHOE AN COBepLUeHUst
npoxoga). Ans kopekTtHon pabotbl CKY[L, wcnomnb3yeTcsa ¢yHKUMM «NOATBEPXKAEHUE Npoxoaay,
yCcTaHaBnMBaeTcs npu KoHdurypmpoBaHum cuctembl depe3d MO ForSec. COpoc pene (BbiktOYEHME)
OCYLLECTBMSIETCA MO CUrHamny oT AaTyMka NpoBopoTa TYPHUKETA, Y4TO Takke 3agaetcs vepes 10 ForSec.
OonTuyeckne TypHUKETbI

OThenbHbI KNacc WCMOSNHUTENbHBIX YCTPOMCTB — ONTMYECKME TypHUKETbl. Maea TypHukeTa npwm
HEeCaHKUMOHMPOBAHHOM MpOXode Yepe3 30HYy OXpaHbl Bbl4AETCA CurHam TpeBoru (3BYK, CBET WU
npvBedeHve B [EWCTBME YCTPOWCTBA Tuna nperpagbl U T1.4.). Npu CaHKUMOHMPOBAHHOM npoxoae
CHUCTEMa OXpaHbl LUYHTMPYETCH Ha Bpems npoxoga. [Ons nonyyeHus curHana o npoxOoAe MOXeT ObiTb
MCNOMb30BaH OXPaHHbLIV n3BeLLaTens Noboro NnpuHumMna (HanoMuMHaeM, YTo BONbLUMHCTBO n3BeLLaTenemn
UMEET WHEPLMOHHOCTb MO BbIXOAHBbIM curHanam). [lo curHany cuuTbiBaTENs LUYHTUMPYETCS OXPaHHbIN
n3BeLlaTenb nepekpbiBaloLwnin npoxod. B crniyyae HeCcaHKUMOHMPOBAHHOIO NPOXoaa Bbl4aeTcs curHan Ha
pene, ynpasngioLiee CMpeHon, naMmnon n T.4.
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BaxHasi uHgpopmauyusi: Hedornyckaemcsi e2anb8aHu4yecKkass Ce85i3b MexO0y MmypHUKemoM U
koHmposnepom 0Oocmyna. [lpu Heobxodumocmu ycmaHaenuealme ycmpolcmea ealfb8aHudecKol
pasesasku rno yernsm 0amyuka rnposopoma mypHukema.

[na ranbBaHN4YECKON pa3BA3KN MCMOMHUTENbHbBIX YCTPONCTB M NaHenen cuctemel ForSec pekomeHayem
NpMMeHATb cnaboTouHble pene (xapakTtepucTuka cpabaTbiBaHMA OT BMAA M XapaKTEpUCTUK CurHana
YCTPOWCTB), BapuaHT ucnonb3oBaHus 12B pene npuBegeH HWxke, Takke BO3MOXHO MNpPUMEHEHMe
crneunanbHbIX MOAynen Ap. Npon3BoanTenen.

KT 973

— T

\, .......... \ K nanenu cuctemsl ForSec

3.1.9 NpaBuna 3a3zeMneHnUss KOHTPOJIIEPOB.
Kak yxe oTmedanocb, cuctema ForSec yctaHaBnuBaeTcsa Ha obbekTax NoOOW CTEMEHWN CIOXHOCTM, B
TOM 4YKcChne, U B YCIIOBUSX CITOXHOW 9MEKTPOMAarHNTHOM OOCTaHOBKN.
Ona oTcyTcTBUSA BRMSHUA BHELWIHMX HABOAOK W WMMYNbCOB MO LENAM MWUTAHUS KOHTPOJephl
BbIMyCKaKOTCA B BUOE 3aKOHYEHHbIX YCTPOUCTB ¢ B6ecnepebonHbIM NCTOYHMKOM MUTaHUSA C OTCEKOM Ans
YCTaHOBKM akkymynsaTopa 12B 7A/4. Kopnyc koHTponnepa gocrtyna (naHenu) He MMeeT ranibBaHN4eCcKomn
CBSI3Y C LensaMu NUTaHUS NaHenw.
UTtobbl 3awmTHbIe Lenu pabotanu 3adeKTMBHO HEOOXO0AMMO 3a3eMinUTb KOpPNyCc naHenu. B HuxHen
YyacTU NaHenuM wumeeTcs crneumanbHas Todka 3asemneHud. He ponyckaeTcsa 3aHynATb NaHenb
(ncnonb3oBaTb HYNEBOW NPOBOA LIEMM NMUTAHWS), UCMOMb30BaTb 3eMNN C BOMbLUMM COMPOTUBMEHUEM,
KOHTYpbl 3a3eMIIEHUS MPOMBILWMEHHOrO obopynoBaHus. Kaxpas naHenb OOMKHA MMETb paguarnbHoe
NOAKITIOYEHNE K 3emrie. B cBSA3M C OTCYTCTBMEM ranbBaHWYECKON CBA3N MeXAy NaHensmu, oblias wuHa
3a3eMrieHuns He ABMsSieTCsl 00A3aTENbHOM C YCIOBMEM 3a3EMITEHUS KOPMYCOB KaXKO40M NaHenw.
O6paTtunTe BHUMaHWE, YTO 3KpaH ceTn nHtepdenca RS 485 noakntoyaeTcs K KONoaKke Ha KaXkaon naHenm,
HO 3a3eMISeTCs Ha LUMHY TOMNBbKO B OAHOM TOYKe cMCTEMbI. Ha peanbHbiX 06bekTax BO3MOXHA pa3HOCTb
NoTEHUManoB Mexay naHensamm B pasHbiX TOUYkax obbekTa.

L3 N

S

[ N W_L !

PO
NEIE NEIES NEIE

]

Pwuc. PagnanbHoe 3a3emneHne Kaxxgonm naHenw.

_______________________ I — | — i

>|wolg >|olg >le

os

Puvc. 3asemMneHune naHenel Ha OGLLYHO LIVHY.

Mpoknagka OTAENbHOM LIMHbI 3a3eMIieHuUst Ansl CeTM KOHTponniepoB cucTeMbl ForSec sensietcs
npeanoyTUTeNbHbIM BapuaHTom. B aTom cnyyae cuctema ForSec MakcumarnbHO ycToluvBa K AeMCTBUIO
311eKTPOMArHUTHbIX MMMYSbCOB.

[nsa o6ecneyeHns yCToMYMBOM PaboThbl CUCTEMbI PEKOMEHZYETCS BbINOMHSATL crieaytoLime TpeGoBaHus:
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1 . BbINONHATE MOHTaX NpPOBOA4 CWUMOBLIX Lenen (3amku, 3awenku, cetb 220) B OTAENbHbIX
3KpaHMpoBaHHbIX Npodunax (Tpybax). 3anpelwaeTtcs pacnonarate cnaboToYHbIE Lenu (CYnTbiBaTENeEwn,
npoBoda BxoaoB, RS485) 6rivke yem 50 CM OT CMMOBbBIX JIMHWNA.

2. Ans yMeHbLUEHUSA 3MNEeKTPOMarHUTHbIX M3My4YeHUn peKOMeHOYyeTCs MCMoNb30BaTb 3KPAHMPOBAHHbIE
kabensa nnu akpaHMpoBaHHble npodunm (Tpyobl).

3. 3anpelwaetcsa pacnonaratb BHYTpWM KOprnyca MaHenuM YCTPOWCTBA, He npeayCMOTPEHHbIe
KOHCTPYKUMEN.

4. He pexomeHayeTcs nUTaTbh UCMONHUTENbHbIE YCTPOMCTBA (3aMKW, 3aLLerikn, CUPEHbI) OT BHYTPEHHErO
WCTOYHMKA NaHenun. Heobxoamnmo Mcnonb3oBaTh BHELUHUE UCTOYHWUKN NMUTAHNS.

5. 3anpelwiaeTca MOHTUpOBaTb NaHenu BOMU3M UCTOYHWUKOB 3SMIEKTPUYECKMX MOMEX (JneKkTpuyeckue
aBurateny 6onbLIOV MOLLHOCTM, MOLLHbIE TpaHcopMaTopbl, MIHBEPTOPLI U T.4.).

3.1.10 PekomeHpaumMm Nno UCNOMb30BaHUIO NPOBOAOB.

MpumeHeHne CeueHune Onucanue MakcnmanbHas
MUHVMManbHOE AanbHOCTb
MM.

CuunTbiBaTEnb UHTEpdenc 0,22 OKpaHvnpoBaHHas BWUTas napa 150 m

Wiegand Level 5 mapkuposka FTP-5cat

KoHTaktopbl Touch Memory 0,22 Butaas napa  mapkupoBka 100 m
UTP...

Bxoapbl 0,22 Butaa napa  mapkupoBka 500 m
UTP...

Bbixog pene 0,5 YKenaTeneH akpaH 500 m

NHTepdenc RS485 0.22 OKpaHMpoBaHHas BWUTasi napa 1200 m

Level 5 mapknpoBka FTP-5cat
3.1.11 3aBuMcaHue KOHTPONEepoB.
MaHene umeeT 3awmTy OT 3aBucaHus npoueccopoB. OgHako Bcerga CyLecTBYIOT UCKIOYUTENbHbIE
cutyaumn. [Ina cbpoca naHenu npegycMoTpeHa kHonka RESET B HwxHem neBom yrny nnatel. Ecnm no
KakuM-nmbo  npuymHam paboTocnoCOoBHOCTb NaHenn He BOCCTaAHOBMMAChb, PEKOMEHOYETCs MNOSIHoe
OTKNIOYEHME  NUTaHus. HyXHO CHATb CO  WTbiperd  TepMuHanbHblM  BNoK  nuTaHus
(+5V,+5V,GND,GND,GND,+12V,+12V). NogoxaaTtb okono 10 cekyHA 1 yCTaHOBUTb TEPMUHArbHbIN 610K
B MPeXHHo nosuuuto. MNpm yctaHoBke BGroka Ha MECTO OcTeperaiTech COBUIOB KOHTAKTOB.
3.1.12 MoaepHu3auma KOHTponepoB AocTyna (naHenemn).
B cBs3M C MNOCTOAHHOM MoAepHM3auMen annapaTypbl, Bxoaswen B cuctemy ForSec a Tak xe,
BO3MOXHbIMW nepexogamu Ha 6onee coBeplueHHoe MO nHorga BCTaeT BOMPOC O 3aMeHe NporpammHoOn
NPOLUMBKM annapaTtypbl Npy pacLUMpeHn CUCTEM Ha paHee obopyaoBaHHbIX 0bbekTax. Takke BO3MOXHa
cuTyaumsa nepexopga ¢ nHrepdenca RS-232 Ha nHtepdenc RS-485 (nnmn Haobopor).
B ykasaHHbIX crnydasix no TpeboBaHMIO 3aka3umka MOXeT OblTb MOCTaBMEH KOMMIEKT MMKPOCXEM Ans
3amMeHbl HenocpeacTBEHHO Ha oOObekTe 3akasuuka. Bce mukpocxembl nognexaiime MoaepHusauum
YCTaHOBIEHbI HA pa3beMax U UX 3aMeHa He npeacTaBnsaeT Tpyaa.
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M/c N3y
3ameHa npv nepexoga
Ha Apyrylo Bepcuio
nporpamMMHON NPOLLMBKU

M/c MNMN3Y nHtepdeiica
3amMeHa npu nepexoaa
Ha apyro nHtepdeiic

M/c nprvemo-nepegaTynk no uHTepden
RS-485
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RS-232
yctaHoBneHa B FS-2W-m

Puc. OnemeHTbl, nognexalive sameHe npu moaepHusaumm FS-2W. ...

M/c koHTponnepa nopta
3ameHa npu nepexoga
Ha Apyrylo Bepcuio
NpOrpamMmHoON MPOLLUVBKU

BTopy+o HYacCTb MHCTPYKUUN MO MOHTaXy CUCTEMbI KOHTPOJ1A OOCTYNna ForSec MoXHO ckayaTtb Ha canTe

komnaHum dopmyna besonacHocTtu: http://www.fbgroup.ru/
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